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con	 el	 propósito	 de	 habilitar	 la	 adopción	 de	 nuevas	 tecnologías	 en	 apoyo	 de	 los	 procesos	
corporativos.	Dado	que	la	evaluación	de	riesgos	y	los	aspectos	de	cumplimiento	se	refieren	a	
una	 determinada	 situación	 que	 se	 puede	 considerar	 más	 o	 menos	 estática,	 los	 continuos	
cambios	en	el	entorno	IT	representan	una	amenaza	para	la	incorporación	de	nuevas	tecnologías	
en	ámbitos	corporativos	desde	el	punto	de	vista	GRC.	Por	ello,	un	enfoque	sólido	para	garantizar	
el	 cumplimiento	 no	 sólo	 de	 forma	 puntual	 en	 tiempo	 y	 espacio	 sino	 de	 forma	 integral,	
considerando	 el	 entorno	 IT	 en	 una	 forma	 continua	 e	 integrada	 con	 la	 gestión	 del	 cambio	
corporativa.	
Otro	 desarrollo	 importante	 y	 modificador	 de	 la	 situación	 actual	 es	 la	 emergencia	 de	 la	
computación	en	la	nube	(CC,	siglas	en	inglés	de	Cloud	Computing)	como	una	forma	efectiva	y	
eficaz	 de	 proporcionar	 la	 función	 IT	 en	 las	 organizaciones.	 Pese	 a	 que	 CC	 suscita	 diversos	
desafíos	 para	 la	 administración	 IT,	 es	 en	 particular	 relevante	 para	 GRC	 ya	 que	 habilita	 la	
externalización	 del	 servicio	 como	 una	 aproximación	 predominante	 para	 proporcionar	
infraestructura	(llamado	Infraestructure‐as‐a‐Service	o	 IaaS),	plataformas	(llamado	Platform‐
as‐a‐Service	 o	 PaaS)	 y	 software	 (llamado	 Software‐as‐a‐Service	 o	 SaaS)	 dentro	 de	 una	
organización.	
CC	y	la	externalización	suponen	retos	más	amplios	para	GRC,	ya	que	implican	la	inclusión	de	un	
proveedor	 de	 servicios	 externo	 dentro	 de	 una	 organización.	 Esta	 circunstancia	 aflora	
cuestiones	relativas	a	la	selección	de	proveedores,	la	gestión	de	contratos,	los	acuerdos	de	nivel	
de	 servicio	 (por	 sus	 siglas	 en	 inglés	 SLA),	 y	 el	 seguimiento	de	 las	 relaciones	y	 los	 servicios	
prestados.	Estos	aspectos,	se	convierten	en	un	reto	aún	mayor	en	el	contexto	de	los	cambios	
frecuentes	 e	 interdependientes	 en	 el	 ámbito	 IT.	 Por	 lo	 tanto,	 esta	 tesis	 está	 dirigida	 a	 la	
definición	y	validación	de	un	marco	de	cumplimiento	para	la	gestión	del	cambio	en	entornos	




la	 solicitud	 de	 requisitos	 de	 diferentes	 áreas	 (por	 ejemplo,	 organizativos,	 tecnológicos,	






recomendaciones	 de	 investigación.	 En	 la	 última	 fase	 de	 la	 metodología	 de	 la	 investigación	
empírica	 una	 validación	 se	 ha	 realizado	para	 verificar	 la	 aplicabilidad	del	marco.	 Los	 datos	
obtenidos	de	la	validación	indican	que	la	aplicación	del	marco	para	garantizar	el	cumplimiento	













An	 important	 and	 particularly	 challenging	 aspect	 of	 the	 IT	 landscape	 is	 its	 constant	 and	
perpetual	evolution	in	order	to	keep	pace	with	new	and	emerging	technologies	that	find	their	
way	 faster	 and	 faster	 into	 the	 organizational	 infrastructure.	 Since	 assessments	 of	 risks	 and	





Another	 important	 development	 in	 the	 last	 eight	 to	 ten	 years	was	 the	 emergence	 of	 Cloud	
Computing	 (CC)	 as	 a	 straightforward	 and	 efficient	 way	 of	 providing	 IT	 functionality	 to	
organizations.	While	 it	 poses	many	 various	 challenges	 to	 IT	management	 in	 general,	 CC	 is	
particularly	 relevant	 for	 GRC	 as	 it	 makes	 an	 IT	 provision	 approach	 that	 was	 previously	
sometimes	applied	–	outsourcing	–	to	a	predominant	approach	to	provide	infrastructure	(called	
Infrastructure‐as‐a‐Service	 or	 IaaS),	 platforms	 (called	 Platform‐as‐a‐Service	 or	 PaaS),	 and	
software	(called	Software‐as‐a‐Service	or	SaaS)	within	an	organization.		
CC	and	outsourcing	entail	wider	challenges	for	GRC	as	it	involves	the	inclusion	of	an	external	
party	 as	 a	 service	 provider	 within	 an	 organization	 reflecting	 specific	 aspects	 of	 provider	
selection,	 contract	 management,	 service	 level	 agreements	 (SLAs),	 and	 monitoring.	 They	





legal	 and	 cultural	 dimensions.	 The	proposed	 solution	provides	 a	 framework	 to	 support	 the	
solicitation	 of	 requirements	 from	 different	 subject	 areas	 (e.g.,	 organizational,	 technological,	





















































































































Figure	 33.	 Contribution	 of	 compliance	 management	 in	 CC	 to	 corporate	 compliance	
management.	Phase	2	Case	Study	2	..................................................................................................................	145	

































































































rapidly	 provisioned	 and	 released	 with	 minimal	 management	 efort	 or	 service	




part	of	the	IT	industry,	making	software	even	more	attractive	as	 a	 service	 and	
shaping	the	way	IT	hardware	is	designed	and	purchased	(Armbrust	et	al.,	2010).	The	
cloud	 ofers	 several	 benefits	 like	 fast	 deployment,	 pay‐for‐use,	 lower	 costs,	
scalability,	rapid	provisioning,	rapid	elasticity,	ubiquitous	network	access,	greater	
resiliency,	 hypervisor	 protection	 against	 network	 attacks,	 low‐cost	 disaster	
recovery	 and	 data	 storage	 solutions,	 on‐demand	 security	 controls,	 real	 time	





2022	 growing	 25.7%	 yearly	 during	 the	 forecast	 period.	 But	 as	 more	and	more	





requirements.	 Compliance	 requirements	 are	 typicaly	 associated	with	 regulations	
that	may	be	introduced	externaly	or	internaly	for	an	organization	itself	(Abdulah,	
Indulska,	 &	 Sadiq,	 2016).	 These	 requirements	 may	 stem	 from	 diferent	 sources:	




phase.	 Information	 Technology	 compliance	is	one	of	the	hottest	issues	 in	 IT	 and	
technology	management	fields	(Kim,	2007).	The	term	Compliance	means	adherence	
to	al	legal	duties,	regulations	and	guidelines	relevant	to	a	company.	According	to	








additional	 complexity	 regarding	 these	 compliance	 requirements	 and	 risks.	 In	 CC	
changes	 have	 to	 be	 tracked	 across	 diferent	 platforms	 and	 involved	 parties,	 for	
example,	 various	 processes,	 applications,	 and	 hosting	 providers	(Koetter,	
Kochanowski,	 Renner,	 Fehling,	 &	 Leymann,	 2013).	 Because	 of	 the	very	 nature	 of	
cloud	 technology,	 compliance	 is	a	 shared	 responsibility	among	 organizations	and	












demand	 or	 change	 management.	 These	 organizational	 structures	 and	 processes	
form	the	pilars	of	a	compliance	framework	which	is	the	essential	success	factor	for	
outsourcing	projects	especialy	into	the	cloud.	
In	 this	 doctoral	 thesis,	 it	 is	 aimed	 to	 analyse	 and	 assess	 existing	 compliance	
requirements	with	respect	to	the	areas	of	information	security	and	data	protection	




specified	 approach	 for	 dealing	 with	 compliance	 requirements	 in	the	 context	 of	
changes	in	a	cloud‐enabled	organization.	
1.1 Significance of the study 
IT‐Governance	 is	 considered	 a	 main	 objective	 of	 the	 information	 management	
function	 (Meyer,	 Zarnekow,	 &	 Kolbe,	 2003)	 and	 imperative	 for	 business	
organizations	 to	 meet	 the	 chalenges	 presented	 by	 the	 business	environment	
(Alreemy,	Chang,	Walters,	&	Wils,	2016).	As	a	result	of	its	importance,	it	is	a	fertile	


















CC	 itself	 is	 considered	 a	 disruptive	 and	 transformative	 technology	 (Marston,	 Li,	
Bandyopadhyay,	Zhang,	&	Ghalsasi,	2011)	that	wil	greatly	enhance	the	added	value	
of	IT	while	providing	the	organization	with	increased	flexibility	to	adapt	to	changing	


















1.2 Research objectives 
The	 objective	 of	 this	 doctoral	 thesis	 is	 the	 definition	 of	 a	 compliance	 framework	






framework	 wil	 be	 statisticaly	 analyzed.	For	this	purpose,	an	extensive	









research	 chalenges.	 Thus,	 the	 research	 objectives	 can	 be	 broken	 down	 into	 the	
folowing	sub‐objectives:	














1.2.1 Research Question 
The	outcomes	of	this	doctoral	work	are	focused	on	the	development	of	a	compliance	
framework	 to	 address	 the	 proposed	 research	 chalenges	 aforementioned.	
Consequently,	 under	 these	 premises,	 it	 arises	 the	 research	 question	about	the	
existence	 of	 appropriate	 compliance	 framework	 to	 support	 organizations	 in	
compliance	issues	in	CC	environments.	
1.2.2 Hypothesis 











1.3 Research methodology 
The	 proposed	 research	 method	 for	 this	 thesis	 wil	 folow	 the	 design‐science	
paradigm	 for	 Information	 Systems	 research.	 More	 specificaly,	 the	 Information	
Systems	Research	Framework	described	in	(Hevner,	March,	Park,	&	Ram,	2004)	and	
























The	 design	 evaluation	 approach	 used	 in	 this	 thesis	 encompasses	an	 empirical	












in	 the	 areas	 of	 the	 design	 artifact,	 design	 foundations,	 and/or	 design	
methodologies”.	




areas	 and	 thereby	 providing	 a	 generally	 applicable	 framework	 that	 is	 domain‐
independent	 and	 technology‐agnostic.	 Another	 research	 contribution	will	 be	 the	





The	 proposed	 framework	 will	 be	 developed	 after	 a	 structured	 and	 in‐depth	
assessment	of	related	works	in	the	research	landscape.	Each	important	construct	of	
the	framework	will	be	rigorously	evaluated	with	respect	to	its	contribution	to	the	
overall	 framework	 aims	while	 both	 framework	 and	 individual	 constructs	will	 be	
considered	 through	 the	 prism	 of	 whether	 they	 verify	 or	 falsify	 to	 posited	
hypotheses.		
Guideline	6:	Design	as	a	search	process.	
“The	 search	 for	 an	 effective	 artifact	 requires	 utilizing	 available	 means	 to	 reach	
desired	ends	while	satisfying	laws	in	the	problem	environment”.	
The	artifact	design	will	be	undertaken	incrementally	and	iteratively	by	refining	the	





This	 work	 is	 intended	 to	 be	 distributed	 on	 a	 diverse	 set	 of	 scientific	 journals,	
international	 conferences	 and	 book	 chapters,	 as	 well	 as	 published	 by	 the	







1.4 Curent work and preliminary results 
Currently,	 there	 exist	 diferent	 approaches	 and	 disaggregated	 techniques	 in	 the	
research	community	that	aim	to	address	the	problem	mentioned	above.	However,	
these	are	typicaly	constrained	to	a	specific	subset	(e.g.	legal	or	technical)	and	hardly	
applicable.	 This	 is	 in	 part	 due	 to	 the	 specific	 viewpoints	 of	 IT	 governance	 and	
compliance	(Simonsson,	Johnson,	&	Ekstedt,	2010),	as	compared	to	the	ones	of	cloud	
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architectural	 level	 and	 the	 detail	 level.	 Subsequently,	 the	 conducted	 validation	 is	
described.	 The	 validation	 provided	 important	 expert	 opinions	 about	 the	




Chapter	1.	Introduction.	 The	 introduction	 discusses	 the	 emergence	 of	 cloud	






research	 in	 the	 relevant	 sub‐domains	 is	 given.	 Specificaly,	 the	 areas	 of	 change	






frameworks	 and	 their	 success	 factors,	 and	 legal	 environment	 for	 compliance	 are	
assessed,	discussed	and	structured.		
Chapter	 3.	 Research	 Objectives	 and	 Approach.	 This	 chapter	 gives	 the	
operationalisation	 of	 the	 overall	 thesis	 objective	 into	 specific,	 measurable	 and	
concrete	objectives	that	serve	as	directions	for	the	next	phases	of	the	thesis.	It	also	
introduces	the	approach	of	thesis	conduction.		
Chapter	 4.	 Compliance	 Framework	 for	 Change	 Management	 in	 Cloud	
Environments.	This	chapter	 introduces	the	main	contribution	of	the	thesis	–	the	
framework.	After	a	motivation	about	the	necessity	of	it,	the	framework	is	described	













Chapter	 8.	 Conclusion	 and	Outlook.	 In	 this	 final	 chapter,	 the	 results	 and	 the	
benefits	provided	by	the	research	work	are	analysed	and	assessed	in	light	of	current	
developments.	The	potentials	for	future	applications	and	further	development	of	the	




















customer	 (Tiemeyer,	 2009).	 The	 successful	 management	 of	 change	is	crucial	for	
every	 organization	 (By,	 2005)	 and	 change	 management	 has	 been	 defined	 as	 “the	






bumpy	 incremental,	 continuous,	 continuous	 incremental,	 and	 punctuated	
equilibrium	with	discontinuous	and	incremental	considered	main	types;	
 How	it	comes	about:	planned,	emergent,	contingency,	and	choice;	
 By	 scale:	 fine‐tuning	 (or	 convergent	 change),	 incremental	 adjustment,	
modular	transformation,	and	corporate	transformation.	












Within	 the	 first	 step	 a	 formal	 request	 for	 change	 (RFC)	 is	 submitted.	 After	 its	
acceptance	 the	RFC	 is	 classified	 (e.g.,	 according	 to	 importance,	 impact)	 and	 then	
comes	the	approval	phase.	The	implementation	phase	differs	widely	with	respect	to	
subject	matter,	effort,	duration.	The	control	phase	assures	that	the	implementation	
was	 conducted	 accordingly	 and	 that	 the	 introduced	 change	 is	 meeting	 the	
expectations.	
Most	of	 the	 literature	argues	 that	 the	use	of	change	management	practices	has	a	
positive	effect	on	the	speed	and	quality	of	the	change	process	and	on	results	for	the	
organization	(Yamakawa,	Obregón‐Noriega,	Novoa	Linares,	&	Vega	Ramírez,	2012).	
In	 the	 IT	service	 scenario,	 according	 to	Galup,	Dattero,	Quan	and	Conger	 (2009),	
establishing	 a	 set	 of	 uniform	 processes	 (such	 as	 Incident	 Management,	 Change	
Management,	etc.)	enables	the	delivery	of	IT	services	consistently	within	a	single.	
Moreover,	 change	 management	 is	 considered	 critical	 for	 ITIL	 implementations	
(Pollard	&	Cater‐Steel,	2009).	Other	literature	e.g.	(Lema,	Calvo‐Manzano,	Colomo‐
Palacios,	 &	 Arcilla,	 2015;	 Tan,	 Cater‐Steel,	 &	 Toleman,	 2009)	 consider	 change	
management	 as	 a	 critical	 success	 factor	 in	 ITIL.	 Information	 Technology	








the	 inputs	 and	 outputs	 of	 the	 processes	 of	 the	 organization	 (Casado‐Lumbreras,	
Colomo‐Palacios,	 Hernández‐López,	 &	 Soto‐Acosta,	 2011).	 ITIL	 process	 are:	
Incident	 Management,	 Problem	 Management,	 Release	 Management,	 Change	
Management,	 Configuration	 Management,	 Service	 Level	 Management,	 Financial	
Management	 of	 IT	 Services,	 Capacity	 Management,	 IT	 Service	 Continuity	
Management,	and	Availability	Management	(McNaughton,	Ray,	&	Lewis,	2010).	In	
the	ITIL	world,	IT	service	change	management	aims	to	ensure	that	new	services	and	
changes	 to	 services	 will	 be	 deliverable	 and	 manageable	 at	 the	 agreed	 cost	 and	
service	quality	(Jäntti	&	Hotti,	2016).	
This	definition	lead	us	to	other	perspective	on	change	management	in	the	IT	arena:	
IT	 Governance.	 Service	 management	 includes	 the	 management	 of	 the	 process	
(Krallmann,	 Schröpfer,	 Stantchev,	 &	 Offermann,	 2008)	 which	 includes	 its	
governance	and	control	(Petruch	et	al.,	2011).	A	well‐managed	organization	applies	
a	management	 system	 that	 includes	 all	 of	 its	 relevant	processes	–	both	 core	and	
supporting	 –	 as	 there	 is	 potential	 for	 improvement	 in	 both	 areas.	 Information	











to	provide	guidelines	 for	governance	of	 IT.	 ISO/IEC	38500	defines	a	Governance,	
Risk	 and	 Compliance	 Model	 that	 regulates	 the	 intra	 technological	 support	 of	
business	 processes,	 evaluating	 and	 controlling	 them	 (Michelberger	 Jr	 &	 Lábodi,	
2012).	ISO/IEC	38500	draws	six	principles:		








5. conformance	 to	 track	 policies	 and	 practices	 clearly	 defined,	 implemented	
and	enforced;		
6. human	 behaviour	 to	 observe	 policies,	 practices	 and	 decisions	
demonstrations	with	respect	to	human	behaviour.	
Although	change	management	is	pervasive	in	the	initiative,	according	to	Wilkin	and	
Campbell	 (2010),	 change	 management	 is	 particularly	 important	 for	 the	 fifth	
principle:	Conformance,	since	Change	management	must	be	established	to	facilitate	
achievement	of	benefits.		
The	 importance	 of	 IT	 Governance	 in	 general	 and	 ISO/IEC	 38500	 has	 been	
recognized	widely	in	the	literature	e.g.	(Chou	&	Liao,	2015;	De	Haes,	Huygh,	Joshi,	&	








twin	models	 it	was	 created	by	 the	 Software	Engineering	 Institute	 (SEI)	with	 the	
intention	of	defining	constellations	for	being	applied	in	different	areas	of	interest.	
CMMi‐SVR	contains	elements	in	common	with	CMMi‐DEV	and	CMMi‐ACQ,	and	adds	
objectives	 and	 practices	 specific	 to	 the	 provision	 of	 services.	 CMMI‐SVC	 best	
practices	focus	on	activities	for	providing	quality	services	to	the	customer	and	end	





Kundu	 &	 Manohar,	 2012;	 Mora,	 Raisinghani,	 O’Connor,	 Marx‐Gomez,	 &	 Gelman,	
2014;	O’Connor,	Raisinghani,	Mora,	Marx‐Gomez,	&	Gelman,	2015).	







in	 the	 context	 of	 business	 process	 reengineering	 (Earl,	 Sampler,	 &	 Short,	 1995;	
Grover,	Jeong,	Kettinger,	&	Teng,	1995).	In	general,	they	folow	a	similar	approach,	
often	with	a	more	simplified	view,	e.g.,	3	phases	in	(Aladwani,	2001).	
To	sum	up,	several	initiatives	consider	change	management	a	key	 issue	 for	 IT	
Service	Management	and	this	process	is,	taking	into	account	the	literature	review	
conducted,	part	of	the	most	important	 initiatives	 in	 the	 field.	 However,	 the	
connection	 of	 change	 management	 with	 compliance	 management	 has	not	 been	
analyzed	in	deep	by	researchers.	
2.2 Outsourcing and Cloud Services 
CC	can	be	seen	as	a	paradigm	change	in	the	evolution	of	computing.	 In	 an	 era	 of	
ubiquitous	networking,	CC	responds	to	the	needs	of	the	mobile	workforce	of	today	
by	bringing	colaboration	to	a	whole	new	dimension	(Brender	&	Markov,	2013).	CC	




IT‐enabled	 capabilities	 are	 delivered	 ‘as	 a	 service’	 to	 external	 customers	 using	
Internet	 technologies”	 (Heiser,	 2009).	 The	 word	 “cloud”,	 a	 metaphor	 for	 the	
Internet,	was	likely	to	have	been	inspired	by	internet	ilustrations	 which	 often	
depicted	it	as	cloud	images	(Sultan,	2011)	
Virtualy	 al	 sets	 of	 actors	 in	 the	 IT	 sector	 including	 providers	 of	 access	 devices,	
providers	 of	 infrastructure,	 application	 and	 content	 services	 and	providers	of	
network	 connectivity	 are	 afected	by	the	unfolding	CC	paradigm	(Khanagha,	
Volberda,	Sidhu,	&	Oshri,	2013).	The	network‐centric	model	of	computing,	where	al	
data,	applications,	and	services	are	hosted	on	the	network	is	a	significant	departure	
from	the	traditional	client‐centric	model	of	personal	computing,	 where	 data	 and	
software	resources	are	hosted	on	a	local	computer,	or	the	client‐server	 model	 of	
organizational	 computing,	 where	 resources	 are	 hosted	 on	 organizational	 servers	
(Bhattacherjee	 &	 Park,	 2014).	 Thus,	 CC	 is	 attractive	 to	 business	 owners	 as	 it	





innovations	 providing	 infrastructures	 for	 business	 (Jiménez‐Domingo,	 Gómez‐
Berbís,	Colomo‐Palacios,	&	García‐Crespo,	2011).	However,	CC,	research	is	stil	in	its	











many	 customers	 share	 an	 infrastructure.	 The	 customer	 has	 no	 influence	 on	
compliance	 or	 security	 aspects.	 The	 services	 are	 accessed	 via	 internet,	 the	
applications	 are,	 in	 the	 most	 cases,	 very	 standardised	 products	 (Petruch	 et	 al.,	
2011).	A	 public	 cloud	has	 the	 advantage	 that	 the	 available	 space	 and	 computing	
power	is	almost	unlimited	and	quickly	available	(McCafferty,	2010).	Public	clouds	
can	make	it	very	easy	to	respond	fast	to	customer	demand	in	different	geographies	
and	 markets.	 Using	 the	 public	 cloud	 can	 decrease	 further	 IT	 investments	
dramatically	 (Petruch	 et	 al.,	 2011).	 But	 public	 clouds	 are	 under	 suspicion	 to	 be	
unsecure.	The	risks	 for	a	 company	 in	 the	context	of	CC	can	be	observed	 in	 three	
areas:	 confidentiality,	 integrity	 and	 availability	 (Jaster,	 Mendonca,	 Slamka,	 &	




Focusing	on	private	 clouds,	 these	 are	 self‐owned	 (or,	more	precisely,	 exclusively	







benefit	 from	 extensive	 statistical	 multiplexing	 in	 order	 to	 ensure	 very	 high	
utilisation	(Petruch	et	al.,	2011).	The	organization	may	or	may	not	own	the	physical	
infrastructure	 and	 can	be	managed	by	 the	organization	 itself	 or	 by	 a	 third	party	
moreover,	private	cloud	may	or	may	not	be	located	at	organization’s	site.	However,	




 Software	 as	 a	 Service	 (SaaS).	 SaaS	 is	 a	 multi‐tenant	 platform	 that	 uses	




















the	 ones	 that	 are	 used	 internaly	 (e.g.,	 invoice	 processing,	 ofice	 automation)	 and	





can	be	the	extension	of	traditional	governance	frameworks	to	CC	 as	 proposed	 in	
(Stantchev	&	Stantcheva,	2012,	2013).	Due	to	the	fact	that	the	data	ownership	lies	





2.3 Compliance requirements 







proposal,	 or	 regimen	 or	 to	 coercion	 and	 b)	 conformity	 in	 fulfiling	 oficial	
requirements.	







compliance‐driven	 and	 the	 days	 of	 freelance	 activities	 are	 gone	–	replaced	by	
internal	controls,	documentation,	audits	and	oversight	that	are	leading	to	
“compliance	paranoia.”	(Lawton,	2007).	However,	these	changes	are	not	superficial.	
These	 regulations	 on	 IT	 direction	 and	 management	 have	 the	 ability	 to	 disrupt	








The	consequences	of	not	 complying	with	 these	 laws	can	be	devastating	and	may	
include	 substantial	 fines,	 financial	 losses,	 lawsuits,	 customer	 dissatisfaction,	 and	
loss	of	reputation	and	market	confidence	(Hamdaqa	&	Hamou‐Lhadj,	2011).	
From	 government	mandates	 such	 as	 the	 Sarbanes‐Oxley	Act	 of	 2002	 to	meeting	
quality	 guidelines	 such	 as	 COBIT	 (control	 objectives	 for	 information	 and	 related	
technology)	and	ITIL,	organizations	are	learning	to	adapt	their	IT	development	and	
delivery	process	 so	 that	 it	 becomes	 a	 true	 business	 process	 that	 can	be	 tracked,	
measured,	 repeated,	 and	 cost	 controlled	 (Ragan,	 2006).	Thus,	 the	 inevitability	 of	
coping	with	compliance	pressures	identifies	a	need	for	new	IT	and	IS	solutions	to	
compliance	management	 and	 denotes	 a	 need	 for	 evolution	 of	 current	 IT	 and	 IS	
approaches	such	that	they	are	better	able	to	support	the	fast‐changing	regulatory	
compliance	management	 field	 (Abdullah,	Sadiq,	&	 Indulska,	2010).	However,	and	
given	 the	 different	 regulations	 and	 frameworks,	 meeting	 multiple	 control	
framework	requirements	can	be	costly	and	inefficient	due	to	similarities	between	
various	 frameworks	 that	 produce	 redundancy	 and	 duplication	 of	 effort	 in	 the	
organization's	compliance	initiatives	(Hayden,	2009).	In	other	words,	there	is	a	need	
to	 investigate	 ways	 to	 help	 IT	 companies	 manage	 a	 large	 number	 of	 possibly	
overlapping	 or	 conflicting	 regulatory	 compliance	 requirements	 (Hamdaqa	 &	
Hamou‐Lhadj,	 2011).	 There	 are	 several	 efforts	 in	 the	 literature	 studying	 the	
phenomenon	from	diverse	perspectives	including,	among	others,	education	(Harris	
&	 Cummings,	 2007),	 norm	 activation	 (Yazdanmehr	 &	 Wang,	 n.d.),	 gamification	
(Baxter,	Holderness,	&	Wood,	2016)	or	employee	performance	(Liang	et	al.,	2013).	
There	 are	 also	 some	 works	 devoted	 to	 the	 analysis	 of	 IT	 compliance	 from	 a	
framework	perspective	(Kim,	2007;	Schlarman,	2007).	Last,	communities	of	practice	





Compliance	 requirements	can	result	 from	both	 internal	and	external	 regulations.	















2.4 Frameworks in IT management and governance 
When	 assessing	 research	 on	 frameworks	 for	 IT	 governance	 there	 is	 a	 pattern	 of	
approaches	that	propose	the	extension	of	already	existing	frameworks	to	address	
cloud‐specific	 aspects	 (Lawler,	 Joseph,	 &	 Howel‐Barber,	 2012;	Stantchev	 &	









For	 instance,	 in	 (Lawler	 et	 al.,	 2012)	 authors	 state	 that	 “Even	 though	 the	 cloud	
computing	 projects	 and	 systems	 in	 the	 analysis	 clearly	 contributed	 benefits	 of	
convenience	 and	 eficiency	 to	 the	 business	 firms	 and	 organizations,	 the	
development	 was	 not	 largely	 enabled	 by	 a	 disciplined	 method.”	 One	 of	 the	 most	







to	 identify	 relevant	 frameworks	by	 conducting	 a	 structured	 literature	 review	 in	
relevant	online	databases,	including	Science	Direct,	Elsevier,	Google	Scholar,	IEEE,	
and	the	ACM	Digital	Library.	Keywords	related	to	cloud	were	used	with	a	specific	
subset	 of	 controls	 from	 the	 ISO	 27000	 family	 serving	 as	 an	 additional	 inclusion	
criterion.	Only	works	published	after	2006	were	considered.	The	authors	identified	
the	folowing	relevant	frameworks:	





























the	 initial	 steps	 of	 a	 framework	 named	 IT	 Cloud	 Governance	 Dial.	 More	 recent	
developments	include	non‐specific	frameworks	for	governance	and	risk	
management	and	Cloud	Controls	Matrix	V3	Framework	from	Cloud	Security	Aliance	
and	 the	 ISO/IEC	 38500:2008	 (Chaudhuri,	 2015,	 p.	 2008),	 an	 initiative	 that	 is	 not	
presenting	conclusive	results	yet.	







personal	 data.	 There	 is	 a	 wide	 range	 of	 applicable	 regulations	that	 govern	 the	
protection	of	individual	rights	and	the	right	to	informational	self‐determination	of	
humans.	
Of	 special	 relevance	 at	 the	 European	 level	 is	 the	 EU	 General	 Data	 Protection	






















At	national	 level,	 there	 is	currently	a	 large	number	of	 laws	on	data	protection.	 In	
Germany,	 for	 example,	 the	 applicable	 Federal	 Data	 Protection	 Act	
(Bundesdatenschutzgesetz,	BDSG)	defines	personal	data	in	§	3,	Section	1	but	it	goes	
further	to	define	also	health	data	in	§	3,	Section	9	as	a	special	type	of	personal	data	
with	 legally	 mandated	 increased	 protection	 requirements.	 The	 collection,	
processing	 and	use	 of	 health	data	 is	 in	 general	 allowed	only	 for	 the	 purposes	 of	
preventive	medicine,	medical	 diagnosis,	 care	 or	 treatment,	 or	 for	 the	purpose	 of	
managing	and	administering	health	services.	Such	data	can	be	processed	only	by	




During	 operation	 of	 IT	 systems	 which	 process	 health	 data,	 both	 the	 original	
organization	 (e.g.	 hospital,	 practitioner,	 insurer)	 and	 the	 outsourcing	 company	
should	implement	a	number	of	appropriate	technical	and	organizational	measures	









for	more	 than	 one	 client	 (e.g.,	 processing	 appointment	 data	 or	 analysis	 data	 for	
multiple	 GPs)	 should	 ensure	 strict	 separation	 between	 data	 of	 each	 client	
organization.	There	exist	specific	recommendations	about	the	compliant	operation	
of	a	hospital	management	system	(HIS)	(Hasse,	2012).	Similar	requirements	apply	
for	 CC	 and	 outsourcing	 scenarios,	 as	 providers	 are	 expected	 to	 implement	 and	
assure	security	requirements	of	the	client	organization.	


















Social	 data	 denotes	 all	 personally‐related	 data	 that	 concerns	 social	 aspect	 of	 a	
person.	The	increased	confidentiality	requirements	with	respect	to	it	are	defined	in	
§	 35	 Sect.	 1	 SGB	 I.	 A	 specific	 example	 of	 regulations	 in	 this	 area	 is	 the	 recently	
introduced	 “electronic	 health	 card”	 (elektronische	 Gesundheitskarte,	 eGK).	
Requirements	concerning	data	protection	in	the	context	of	the	eGK	are	specified	in	
Volume	 V	 of	 SGB,	 with	 particular	 regulations	 concerning	 encryption	 and	 access	
control	 lists	 (ACLs)	 in	 §	 291a	 SGB	 V.	 In	 order	 to	 assure	 compliance,	 the	 newly	
founded	 joint	 venture	 of	 German	 health	 insurers	 –	 gematik	 –	 has	 specified	 an	




exist	 that	 often	 stipulate	 different	 requirements	 with	 respect	 to	 patient	 data	
processing.	Let	us	consider	the	state	hospital	law	(Landeskrankenhausgesetz,	LKG)	
of	 Berlin	 and	 the	 state	 health	 data	 protection	 law	 of	 North	 Rhine‐Westphalia	
(Gesundheitsdatenschutzgesetz)	 as	 examples.	 They	 both	 include	 regulations	
regarding	data	transmission	and	reveal	of	data.	For	example,	hospitals	in	Berlin	are	
only	 allowed	 to	process	patient	data	 in‐house	or	 to	 outsource	 this	 processing	 to	
another	hospital.	Other	providers	can	process	patient	data	under	the	mandate	of	the	
hospital	 only	 if	 they	 prevented	 to	map	 the	 data	 to	 a	 certain	 person	 or	 to	 derive	
person‐related	aspects	from	it	(§	24	Sect.	7	(2)	LKG	Berlin).	
In	summary,	the	assessment	of	legal	regulations	shows,	that	all	person‐related	data	









results	 in	 specific	 requirements	 regarding	 the	 contractual	 relationship	 between	
client	and	service	provider.	It	should	specify	the	type	and	scope	of	the	intended	use	
																																																								
















can	result	in	regulatory	fines.	This	control	obligation	continues	 during	 the	 actual	
data	processing	with	a	requirement	of	regularly	controls.	The	frequency	 of	 such	
folow‐up	 controls	 difers	 in	 accordance	 with	 the	 scope	 of	 data	 processing,	 the	




2.6 Chapter Summary 
This	chapter	presented	the	state	of	the	art	research	in	the	areas	 of	 change	
management	 in	 IT,	 outsourcing	 and	 cloud	 services,	 compliance	 requirements,	




is,	 based	 on	 the	 results	 from	 the	 literature	 review,	 part	 of	 the	 most	 important	









can	 come	 from	 very	 diverse	 sources	 and	 there	 are	 approaches	 that	 focus	 on	
soliciting	them	from	specific	areas.	Furthermore,	it	was	shown	that	compliance	of	
CC	adds	additional	complexity	as	compared	to	traditional	IT	provisioning	scenarios	














to	 the	 envisioned	 framework,	 while	 it	 was	 confirmed	 that	 there	 are	 gaps	 and	




















(IT)	 departments	 where	 both	 human	 resources	 and	 technical	 infrastructures	
(software	and	hardware)	need	to	work	seamlessly	in	order	to	provide	the	expected	

















Cloud	 Computing	 (CC)	 as	 a	 straightforward	 and	 efficient	 way	 of	 providing	 IT	
functionality	 to	 organizations.	 While	 it	 poses	 many	 various	 challenges	 to	 IT	
management	 in	 general,	 CC	 is	 particularly	 relevant	 for	 GRC	 as	 it	 makes	 an	 IT	
provision	 approach	 that	was	 previously	 sometimes	 applied	 –	 outsourcing	 –	 to	 a	
predominant	approach	to	provide	infrastructure	(called	Infrastructure‐as‐a‐Service	
or	 IaaS),	 platforms	 (called	 Platform‐as‐a‐Service	 or	 PaaS),	 and	 software	 (called	
Software‐as‐a‐Service	or	SaaS)	within	an	organization.		
CC	and	outsourcing	entail	wider	challenges	for	GRC	as	it	involves	the	inclusion	of	an	
external	 party	 as	 a	 service	 provider	 within	 an	 organization	 reflecting	 specific	
aspects	 of	 provider	 selection,	 contract	 management,	 service	 level	 agreements	
(SLAs),	 and	 monitoring.	 They	 become	 even	 more	 challenging	 in	 the	 context	 of	
frequent	 and	 interdependent	 changes.	 Therefore,	 this	 thesis	 is	 aimed	 at	 the	
definition	and	validation	of	a	Compliance	Framework	 for	Change	Management	 in	
Cloud	Environments	(short:	CFC	MCC).	The	proposed	solution	of	the	problem	has	
been	 approached	 from	 a	multidisciplinary	 point	 of	 view	 taking	 in	 consideration	
aspects	from	computer	science,	IT	management	and	IT	governance,	but	also	such	
aspects	 as	 legal	 and	 cultural	 dimensions.	 The	 proposed	 solution	 provides	 a	
framework	to	support	the	solicitation	of	requirements	from	different	subject	areas	





The	 development	 of	 this	 thesis	 has	 followed	 a	 sound,	 consistent	 and	 rigorous	
research	 methodology	 that	 has	 included	 a	 systematic	 literature	 review	 and	
qualitative	methods	and	quantitative	methods.	The	scientific	discourse	within	the	
thesis	has	been	structured	following	best	academic	practices	and	recommendations.	











3 Problem formulation and research approach 
In	this	chapter,	the	problem	to	be	solved	is	identified	and	explained.	Secondly,	the	
approach	 to	 solve	 the	 problem	 is	 presented.	 This	 second	 section	presents	the	




3.1 Research Problem 
The	 importance	 of	 CC	 for	 organizations	 is	 unquestionable	 and	 wil	 become	 even	
more	important	in	the	coming	years	as	both	academics	and	IT	consultants	 have	








jurisdiction	 are	 stil	 an	 open	 issue	 (Pitropakis,	 Darra,	 Vrakas,	 &	 Lambrinoudakis,	
2013).	 The	 nature	 of	 CC	 raises	 al	 kinds	 of	 compliance	 problems	(van	de	Weerd,	
Mangula,	&	Brinkkemper,	2016).	What	makes	compliance	dificult	for	CC	providers	
is	the	sheer	number	and	complexity	of	laws	and	regulations	that	need	to	be	
understood	and	enforced	in	their	systems	(Papanikolaou,	Pearson,	 Mont,	 &	 Ko,	
2014).	In	a	recent	study,	several	compliance	issues	in	CC	environments	have	been	














is	 perfectly	 defined	 the	 problem	 object	 of	 study	 of	 this	 thesis:	 the	 application	 of	
change	 management	 defined	 under	governance	principles	to	conformance	
problems	in	CC.	
3.2 Research Approach 
The	 objective	 of	 this	 thesis	 is	 the	 definition	of	 a	 compliance	framework	 suited	 to	
outsourcing	projects	and	the	operating	phase	in	a	cloud	service	environment.	This	




and	 to	 fulfil	 almost	 al	 legal	 requirements.	 The	 results	 of	 the	 function	 of	 the	
framework	wil	be	statisticaly	analyzed	to	test	its	applicability	and	overal	success.	
The	 resolution	 of	 the	 problem	 that	 this	 doctoral	 thesis	 is	 facing	 requires	 a	 set	 of	
steps	and	elements	that	must	be	folowed	in	order	to	build	a	solution	to	the	problem	
useful	and	generalizable.	It	is	also	needed	to	adopt	a	sound	scientific	approach	to	
achieve	 this	 solution.	 This	 leads	 us	 to	 the	 need	 of	 a	 research	methodology.	 A	
research	methodology	can	be	defined	as	the	aggregation	of	several	 methods,	
assumptions,	models,	techniques	that	constitutes	the	procedures	for	colecting	and	
analyzing	 the	 data,	 measuring	 progress	 and	 research	 success	 in	order	 to	 solve	 a	
research	problem	(Panneerselvam,	2014).	The	selection	of	a	research	methodology	
is	resultant	from	diferent	factors	including,	time,	resources,	industrial	accessibility,	















these	 categories	 and	 aspects.	 This	 first	 attempt	 is	 performed	 by	 means	 of	 an	
extensive	literature	review	but	it	is	also	based	in	decades	of	professional	practice	in	














The	 third	 phase	 is	 the	 improvement	 of	 the	 framework	 taking	 into	 account	 the	
improvements	suggested	by	experts	in	phase	2.	
The	 last	phase	 is	 the	deployment	of	 the	 framework	 in	a	 set	of	 cases	 studies.	For	
evaluating	the	contribution	of	this	work,	two	different	case	studies	were	conducted.	










methods.	 These	methods	 include	 case	 studies,	 semi‐structured	 interviews,	 focus	
groups,	statistical	techniques	and	quantitative	analysis.	
Regarding	case	studies,	they	are	characterized	by	their	flexible	nature,	evolving	over	
the	 course	 of	 the	 study,	 focusing	 on	 a	 phenomenon	 in	 context,	 using	 multiple	
methods	of	evidence	or	data	collection	(Cruzes,	Dybå,	Runeson,	&	Höst,	2014).	Case	







case	 study	 research	 is	 the	 most	 common	 qualitative	 method	 used	in	 information	
systems	(Dubé	&	Paré,	2003;	Myers,	1997).	In	a	nutshel,	a	case	study	is	a	multi‐









validity	 regarding	 Design	 Validity,	 Analytical	 Validity	 and	 Inferential	 Validity.	
Taking	into	account	that	the	construction	of	the	framework	is	performed	 using	
qualitative	 methods,	 these	 are	 the	 measures	 to	 take	 into	 account	 for	 this	 work.	
However,	and	confronting	with	quantitative	approaches,	the	issue	of	validation	in	
qualitative	 research	 is	 rather	 ambiguous	 and	 contentious	 (Ridenour	 &	 Newman,	
2008).	Validity,	in	the	context	of	a	qualitative	study,	is	defined	as	the	extent	to	which	




external	 validity	 of	 quantitative	 research);	 and	 confirmability	(as	opposed	to	
statistical	conclusion	validity	in	quantitative	research).	
With	regards	to	credibility,	this	involves	establishing	that	the	results	are	believable	
from	 the	 perspective	 of	 the	 participants	 in	 the	 research	 to	 convincingly	 rule	 out	
alternative	 explanations.	 Researchers	 consider	 that	 the	 variety	of	organizations	
involved	 in	 the	 case	 study	 were	 enough	 to	 reduce	 their	 influence	 in	 results.	
Additionaly,	it	is	possible	to	asseverate	that	al	experts	had	 comparable	 levels	 of	
knowledge	and	experience.	Given	that	respondents	were	in	al	cases	chosen	because	
of	 their	 expertise	 and	 experience,	 authors	 made	 sure	 that	 experts	 possessed	 a	
comparable	level	of	knowledge	and	expertise.	
Concerning	 transferability,	 which	 is	 related	 to	 the	 generalisability	 of	 research	
findings,	 two	 possible	 threats	 are	 assumed.	 The	 first	 is	 the	 limited	 number	 of	
























2001).	 This	 aspect	was	 verified	 by	 checking	 the	meanings	 of	 variables	 and	 by	 a	
careful	 literature	 review.	 To	 ensure	 content	 validity,	 the	 first	 version	 of	 the	
questionnaire	 was	 sent	 to	 experts	 to	 assess	 it.	 This	 resulted	 in	 several	 changes	
regarding	the	wording	of	questions.	
Conclusion	 validity	 is	 concerned	with	 the	 relationships	 between	 dependent	 and	
independent	 variables,	 that	 is,	 the	 provision	 of	 statistically‐correct	 conclusions	
based	on	correct	measures	and	appropriate	statistical	analyses.	In	the	case	of	this	







and	 experience,	 the	 authors	 tested	whether	 both	 group	 of	 students	 possessed	 a	
comparable	 level	 of	 knowledge	 and	 expertise.	 One‐way	 ANOVA	 was	 used	 to	




purports	 to	 measure	 (Straub,	 1989).	 It	 presents	 two	 different	 components:	
convergent	 and	 discriminant	 validity.	 Convergent	 validity	 assesses	 consistency	
across	multiple	constructs,	while	discriminant	validity	examines	whether	different	
constructs	diverge	from	one	another.	Furthermore,	construct	reliability	measures	
the	 degree	 to	 which	 measures	 are	 free	 from	 random	 error,	 and	 therefore	 yield	


















4 Compliance Framework for Change Management in Cloud 
Environments 
The	 previous	 chapters	 have	 established	 the	 need	 for	 a	 framework	that	combines	
aspects	 coming	 from	 the	 specifics	 of	 change	 management	 in	 the	 field	 of	 IT,	 the	
peculiarities	 and	 chalenges	 of	 outsourcing	 and	 CC	 when	 compared	 to	 traditional	
ways	of	providing	IT	services	within	an	organization.	Furthermore,	the	framework	
should	account	for	compliance	‐	both	IT	compliance	and	compliance	of	the	overal	
organization	 with	 applicable	 regulations,	 while	 –	 in	 the	 same	 time	 –	 provide	 a	
special	focus	on	legal	aspects	of	this	compliance.	
Moreover,	this	framework	should	be	established	folowing	a	sound	 scientific	





serve	as	sources	to	emerging	reasons	of	change.	First,	these	reasons	 need	 to	 be	
gathered,	solicited	and	structured	for	each	subject	area.	Folowing	that,	the	reasons	






computer	 science,	 information	 systems,	 management	 systems	 and	 standards,	 as	



































The	 overal	 framework	 structure	 depicted	 in	 Figure	 2	 aims	 to	 provide	 several	
important	benefits.	First,	the	consideration	of	change	categories	based	on	the	origin	
of	change	necessity	(e.g.,	legal,	 as	 already	 discussed	 in	 Section	Error!	Reference	
ource	not	found.,	 or	 organizational)	 wil	 provide	 a	 necessary	 extension	 to	 the	








The	 structure	 of	 the	 proposed	 five	 areas	 (legal,	 organizational,	 processual,	
technological,	and	cultural)	from	which	the	framework	should	derive	requirements	









4.2.1 Reasons stemming from the state-of-the-art research in computer science 










The	 idea	 to	 consider	 organizational	 aspects	 (e.g.,	 processes	 and	 hierarchy/	
structure)	in	the	context	of	information	technology	is	foundational	for	modern	IT	






Ernst,	 Lankes,	 Matthes,	 &	 Schweda,	 2008),	 and	 the	 concept	 of	 a	service‐oriented	
architecture	(Stantchev	&	Malek,	2011).	It	is	also	central	for	the	design	of	central	
organizational	applications	such	as	ERP	systems	(Law	&	Ngai,	2007).	
The	 consideration	 of	 legal	 aspects	 is	 typical	 when	 an	 organization	 employs	 a	




process	and	organization	requirements,	while	in	the	latter	they	 define	 the	 legal	
context	for	IT	directly.	
The	consideration	of	cultural	aspects	has	been	put	forward	by	the	seminal	works	of	
Hofstede	 (Hofstede,	 1983a,	 1984)	 and	 is	 today	 considered	 as	 one	of	the	most	
important	areas	of	information	systems	research	(Leidner	&	Kayworth,	2006).	






the	 research	 question	 relevant	 standards	 were	 examined	 about	 their	 specific	




















































































2.16 control X X X 100  100 Cultural is 
denoted as 












































X X X  X 
            
	
As	exemplified	in	the	table,	al	major	relevant	standards	apply	a	similar	view	with	
respect	 to	 the	 structuring	 of	 subject	 areas.	 Furthermore,	 approaches	 that	 are	
folowing	a	lifecycle	approach	are	also	applying	a	similar	view.	One	example	is	the	
software	lifecycle	approach	tailored	to	smal	entities	in	the	ISO	 29110	 standard	
(Larrucea,	 O’Connor,	 Colomo‐Palacios,	 &	 Laporte,	 2016;	 Larrucea,	 Santamaría	 &	




4.2.3 Reasons derived from mapping approaches for management and process 
standards 
Of	 specific	 relevance	 for	 the	 verification	 of	 the	 proposed	 subject	 areas	 are	
approaches	that	aim	to	create	mappings	 or	 identify	 process	 similarities	 between	
various	management	approaches	and	process	standards.	One	very	relevant	work	is	
the	 process	 similarity	 study	 presented	 in	 (Calvo‐Manzano,	 Agustín,	 &	 Gilabert,	
2008).	 There	 the	 authors	 propose	 a	 method	 for	 identifying	 the	 similarity	 among	
standards	and	models	of	best	practices	such	as	CMMI‐DEV	v1.2,	PMBOK,	PRINCE2,	
COBIT,	 and	 ISO	 9001:2000.	 The	 method	 is	 caled	 MSSS	 (Models	 and	 Standards	
Similarity	Study	method),	and	works	at	the	process	level.	This	already	covers	the	
proposed	subject	areas	processual/organizational.	Furthermore,	at	the	detailed	
























The	 NGT	 essentialy	 harnesses	 group	 facilitation	 processes	 in	 a	 manner	 that	
structures	 group	 interaction	 in	 specific	 tasks	 to	 achieve	 a	 specific	 goal.	 The	 NGT	
ofers	the	possibility	of	obtaining	a	diversity	of	responses	by	 minimizing	 group	





applied	 successfuly	 in	 various	 domains	 including	 strategy	 planning	 and	 strategy	
development	 which	 makes	 it	 a	 good	 choice	 to	 address	 a	 problem	 domain	 with	
strategic	 ramifications	 for	 an	 organization.	 In	 the	 specific	 field	 of	 Information	
Systems	research,	NGT	has	been	applied	in	the	literature	in	a	panoply	of	relevant	
and	recent	cases	(Duggan	&	Thachenkary,	2004;	Havelka	&	Merhout,	2013;	Lederer	
&	 Mendelow,	 1986;	 Parthasarathy	 &	 Sharma,	 2014;	 Sutton	 &	 Arnold,	 2013).	
Furthermore,	its	main	purpose	is	decision	making	and	–	at	that	point	of	the	thesis	–	
a	 decision	 about	 the	 suitability	 of	 the	 proposed	 framework	 element	 is	 needed.	
Finaly,	this	al	wil	be	done	also	for	the	overal	framework.	
The	 approach	 of	 NGT	 is	 typicaly	 conducted	 within	 a	 group	 of	 seven	 to	 ten	
individuals.	For	the	qualitative	studies	within	this	chapter,	the	folowing	general	five	
step	NGT	process	wil	be	applied	and	possibly	adapted	where	needed:	











3. Group	 clarification	 of	 each	 recorded	 idea	 –	 in	 this	 session,	 every	 single	
recorded	idea	is	discussed	and	clarified	within	the	group,	typicaly	within	a	
structured	group	discussion	in	20‐30	minutes;	














in	 the	 qualitative	 studies	 related	 to	 the	 diferent	 parts	 of	 the	 framework.	 So,	 the	
short‐term	goals	are	to	have	robust	artefacts,	the	long‐term	goals	 are	 to	 have	 a	
framework	that	realy	makes	a	diference,	and	the	next	steps	wil	involve	validating	
and	evaluating	the	framework	in	the	latter	parts	of	this	thesis.	
4.4 Legal Environment 






4.4.1 Assessment of Relevance and Related Approaches 




sensitive	data	from	unauthorized	users	is	an	extremely	important	 task	 that	 is	















































































the	 first	related	 legislation,	called	electronic	protected	health	 information	(ePHI),	
was	 specified	 in	 1996	 as	 a	 part	 of	 the	 Health	 Insurance	 Portability	 and	
Accountability	Act	(HIPAA)	(Wu,	2007).	HIPAA	legislation	includes,	among	others,	
the	following	aspects	(Herold	&	Beaver,	2004):	






The	 security	 regulations	 concerned	 with	 electronic	 medical	 information	 were	
published	by	the	Department	of	Health	and	Human	Services	as	The	Security	Rules	
in	 2002	 (Choi,	 Capitan,	 Krause,	 &	 Streeper,	 2006).	 The	 regulations	 require	















contains	 broad	 and	 complex	 implementation	 specifications,	 and	 guidelines	 that	
relate	 to	 security	 administration	 (conducting	 risk	 analyses	 and	 implementing	















 Identification	 data:	 ID,	 address,	 image,	 voice,	 Social	 Security	 Number,	
phone	 number,	 physical	 marks,	 name,	 signature	 /	 fingerprint,	 digital	
signature,	health	card.	
 Data	on	personal	characteristics:	marital	status	data,	family	data,	date	of	
birth,	 place	 of	 birth,	 age,	 sex,	 nationality,	 native	 language	 and	 physical	 or	
anthropometric	characteristics.	
 Data	relating	to	social	circumstances:	accommodation	features,	housing,	





 Business	 related	 Information:	 activities,	 business,	 subscriptions	 to	
publications	and	media,	artistic,	literary,	scientific	or	technical	creations.	
 Economic,	 financial	 and	 insurance	 data:	 Income,	 investments,	 capital	
assets,	 credits,	 loans,	 guarantees,	 bank	 details,	 pension	 plans,	 retirement,	















scenarios	 should	 be	 protected	 from	 access	 by	 the	 service	 provider	 or	 other	
unauthorized	 third	 parties.	 In	 general,	 the	 diferent	 laws	 stipulate	 only	 global	
requirements.	 The	 definition	 and	 implementation	 of	 specific	 measures	 is	 the	





The	 elaboration	 of	 the	 framework	 concerning	 the	 legal	 environment	 deals	
specificaly	with	legal	regulations	in	Germany	for	the	particularly	chalenging	area	
of	healthcare	providers.	The	proposed	elaboration	has	been	published	by	the	author	






and	 the	 “informational	 self‐determination	 rights”	 of	 patients.	The	 universaly	











(such	 as	 the	 right	 to	 conduct	 independent	 audits	 on	 the	 premises	of	the	service	









measures.	 This	 obligation	 to	 verify	 that	 the	 provider	 is	 taking	 the	 appropriate	
measure	 is	known	as	 the	 “control	obligation,”	and	 it	 can	be	 fulfilled	 in	person	or	
using	 experts,	 information	 security	management	 system	 auditors,	 self‐disclosure	
forms	 from	 the	 provider,	 as	 well	 as	 certificates	 or	 proofs	 of	 established	 data	
protection	concepts	from	the	provider.	If	the	client	fails	to	comply	with	this	control	
obligation,	the	government	or	independent	regulatory	bodies	can	fine	the	client.	
The	 obligation	 further	 continues	 during	 the	 actual	 data	 processing	 through	
regularly	 controls.	 The	 frequency	 of	 such	 follow‐up	 verifications	 differs	 in	
accordance	with	the	scope	of	data	processing,	the	associated	risks,	the	innovation	
cycle	 of	 related	 technologies,	 as	well	 as	 the	 type	of	 the	processed	data.	Relevant	
cloud	 computing	 providers	 in	 Germany	 conduct	 yearly	 audits	 implemented	 by	
independent	organizations	and	make	the	audit	reports	available	to	their	clients.	
Compared	to	these	general	requirements	of	data	processing	under	a	mandate	by	an	











the	 life	 sciences	 should	 ensure	 that	 the	 cloud	 computing	 providers	 process	 data	
exclusively	within	the	EU	or	the	European	Economic	Area	(EEA).	Due	to	the	EEA‐
wide	 harmonization	 of	 data	 protection	 regulations	 in	 Directive	 95/46/EC	
(especially	 considering	 current	 efforts	 to	 further	 increase	 levels	 of	 protection),	
cloud	computing	providers	from	the	EU	are	expected	to	meet	EU	criteria	even	if	they	
operate	 outside	 of	 the	 EU.15	 Nevertheless,	 this	 work	 recommends	 that	 when	
drafting	 contracts	 with	 providers	 that	 operate	 outside	 of	 the	 EU,	 clients	 should	
specify	that	data	processing	outside	the	EU/EEA	is	not	allowed.	
Cloud	 computing	 providers	 located	 outside	 countries	 and	 jurisdictions	 of	 the	
EU/EEA	cannot	conduct	data	processing	under	a	mandate	as	stipulated	by	section	













US‐EU	 Safe	 Harbor	 Framework	 (now	 followed	 by	 the	 EU‐U.S.	 Privacy	 Shield	
Framework),	certain	certified	providers	are	considered	safe.	If	the	general	level	of	
data	 protection	 isn’t	 considered	 appropriate,	 data	 transmission	 can	 only	 be	





where	 the	 provider	 processes	 the	 data,	 the	 organization	 still	 needs	 a	 legal	





the	 case	 only	 if	 the	 provider	 is	 considered	 a	 so	 called	 “accomplice”	 (“Gehilfe”	 in	
German),	which	is	a	professionally	active	assistant	of	the	doctor	as	defined	in	section	






data	 privacy.	 The	 definitions	 should	 consider	 aspects	 such	 as	 the	 selection	 and	
evaluation	 process	 of	 possible	 cloud	 computing	 providers,	 specific	 detailed	
requirements	about	service‐level	agreements	(SLAs),	as	well	as	specifically	required	
organizational	 and	 technical	 measures	 to	 which	 the	 cloud	 computing	 provider	
should	 conform.	 This	 dramatically	 increases	 transaction	 costs	 in	 the	 cloud	
computing	 market,	 which	 is	 already	 marked	 by	 high	 levels	 of	 information	
asymmetry	(Stantchev	&	Tamm,	2012).	
Some	existing	automated	approaches	for	matching	demand	and	supply,	even	for	the	
SLA	 phase	 (Stantchev	 &	 Tamm,	 2011)	 are	 only	 of	 limited	 benefit,	 because	 they	
cannot	 account	properly	 for	 complex	organizational	measures.	However,	 specific	
technical	 measures	 can	 be	 clearly	 stated	 in	 automated	 supply	 statements	 (for	




a	 framework	 for	 managing	 information	 security	 and	 protecting	 data	 within	 the	
context	 of	 cloud	 computing	 and	 other	 outsourcing	 relationships.	 Additionally	







the	 Baseline	 IT‐Security	 or	 IT‐Grundschutz	standard	by	the	Federal	Ofice	for	










The	 client	 organization	 serving	 the	 life	 sciences	 or	 healthcare	 fields	 should	 also	
consider	 continuity	 management	 in	 particular,	 because	 emergency	and	failover	
scenarios	 often	 lead	 to	 substantial	security	breaches.	The	volatility	and	frequent	








as	 part	 of	 the	 proposed	 holistic	 framework,	 but	 also	 in	 the	 context	 of	 most	 IT	





















1. Which data is affected by the outsourcing decision? Higher risk data such health-related, social, or medically 
confidential? 
2. Which legal frameworks are applicable? 




Which requirements exist concerning data protection: appropriate security architecture, data encryption and 
cryptography, identity and rights management, control possibilities, monitoring and security incident 
management, contingency plans and measures, and others? 
5.  Which barriers are present? No data storage outside the EU or European Economic Area (EEA), or outside 
some other area? 
6.  Is the provider compliant with legal and data protection requirements? 
7.  Where does the provider store data (EU/EEA or other jurisdiction)? If other, does an appropriate protection 
level exist? If the US, is the provider Safe Harbor certified? If corporate structures of the provider reside 
outside the EU (for example, internal providers residing outside EU), how are they involved in the data 
processing? 
8.  Does the provider have an information security management system (ISMS) concept? 
9. How was the ISMS concept assessed concerning appropriateness of technical and organizational measures 
and how is the result of the assessment documented? 
10. Does the provider have current and internationally established certifications (for example, ISO 27001)? 
11. Is the cloud computing service precisely and clearly formulated? 
12. Are appropriate control rights for the cloud user organization and corresponding obligations for the cloud 
provider being specified? 
13. Are there clauses that govern the contingency operation and the return of data in the case of bankruptcy of the 
cloud provider? 
14. Is there a mandate for data processing?  
15. When operating in non-EU jurisdictions, are the EU standard clauses or Binding Corporate Rules part of the 
agreement?  
16. Are there specific, relevant service-level agreements? Do they outline the availability and dependability 
requirements, response and restoration deadlines, computing power, and support details? 
17. Are there specific contingency regulations for the case of catastrophic failures? 







19.  Are the security concepts being regularly assessed? Are they current, and do they correspond to the current 
state of the art? 







address	 was	 “Is	 the	 questionnaire	 sound	 and	 robust	 enough	 to	 gather	 al	




















a)	 “The	 questionnaire	 accounts	 for	 the	 important	 dimensions	 of	such	
assessment	–	location,	sector,	type	of	data”,	b)	“The	questionnaire	alows	to	
assess	 the	 relevant	 sources	 for	 legal	 requirements	 for	 a	 specific	
organization”,	and	c)	“The	structure	of	the	questionnaire	is	wel	aligned”.	
	
The	 conducted	 NGT‐based	 qualitative	 study	 provided	 a	 clear	 signal	 that	 the	








4.5 Organizational and processual environments 






4.5.1 Assessment of Relevance and Related Approaches 
Cloud	 Computing	 is	 directly	 based	 on	 Service	 Oriented	 Architecture	 (SOA).	

























In	 organizational	 and	 processual	 environments,	 it	 is	 fundamental	 to	 consider	
governance.	 In	 this	 case,	 Cloud	 Computing	 governance	 can	 be	 based	 on	 SOA	
governance	due	to	its	direct	correspondence.	As	defined	by	IBM	(IBM,	2006),	SOA	













SOA	 Governance	 provides	 the	 Business/IT	 alignment	 needed	 to	 achieve	 the	 SOA	
promise‐of‐value	 for	 service	 reuse	 and	 improved	 business	 agility.	The	two	key	
components	 of	 SOA	 Governance	 are	 Service	 Governance	 (Brown,	 2009)	 and	



























































called	 strategic	 alignment	 (Mekawy,	 Rusu,	 &	 Ahmed,	 2009).	 The	 proposed	
compliance	 framework	 considers	 inputs	 from	 SOA	 Strategy	 and	 Operations,	
following	 the	 Henderson	 and	 Venkatraman’s	 Strategic	 Alignment	 Model	 (SAM),	
(Henderson	&	Venkatraman,	1993)	which	 is	perhaps	 the	most	widely	cited	of	all	
alignment	models.	 Another	 key	model	 is	 the	 one	 developed	 by	 Jerry	 Luftman	 to	
assess	 the	 maturity	 of	 this	 IT/Business	 alignment	 (Luftman,	 2003;	 Luftman,	
























































































1.  Are there existing guidelines for the introduction of changes in processes and in process steps? 
What are the effects of such changes on other processes? 
What are the effects of such changes on the corporate strategy? 
Is it assured that security aspects are to be considered during the introduction of changes? 
Are al changes planned, tested, approved and documented? 
Are falback solutions developed before the implementation of changes? 
Is the information security management involved in al substantial changes? 
2.  Are enterprise-critical processes affected? 
How about the data availability in these processes? 
Efects on the availability of other processes? 
 




Assessment of the documentation of latest emergency tests 
Security concept 
Routine security assessments at the CSP and other contractors by certified third party 
Authentication, authorization, administration, audits, awarenes access control 
Data processing is alowed solely according to the instructions of the cloud user, no data usage by the CSP for 
own purposes 
Penetration tests at the CSP and other contractors 
Monitoring by the cloud user should be possible, SLA fulfilment should be provable 
Logging and monitoring of administrator activities 
Four-eyes-principle during critical administration activities 
Provision of logfiles by the CSP 
Information about security incidents 
24/7 response team for Security Incident Handling and Trouble Shooting 
24/7 Monitoring of cloud services and an immediate response to security incidents 
Implementation of proper measures against internal threats that are inherent in a multi-tenant architecture 
Establishment of transparency and trust by the provision of detailed information intended for the cloud user 
 







Educational history, qualifications, current and past affiliations 
Personal environment (e.g. party membership) 
Courses in IT security 
Courses in social engineering 
Control and education for awareness 
Assessment of contractors (e.g., technicians, facility managers) 
Data security and non-disclosure agreements






questionnaire	 for	 the	organizational	and	processual	environment.	 The	
Nominal	Question	they	had	to	address	was	“Is	the	questionnaire	sound	and	
robust	 enough	 to	 gather	 al	 relevant	 compliance	 aspects	 for	 the	 relevant	




















a)	 “The	 questionnaire	 provides	 a	 tool	 that	 combines	 both	 organizational	














4.6 Technological Environment 






4.6.1 Assessment of Relevance and Related Approaches 


















































systems	 in	 timely,	 innovative	 ways.	 The	 vertical	 dimension	 of	 the	 e‐business	



















































The	 first	 bubble	 bottom	 left	 of	 the	 graph	 (Choosing	 enabling/emerging	
technologies)	 shows	 that	 successful	 organizations	 first	 create	 jobs,	 groups,	 and	





















compliance	 framework	 will	 base	 its	 fact‐finding	 process	 implementation	 in	 the	
technology	 environment	 by	means	 of	 using	 the	Wheeler’s	 e‐business	 innovation	
cycle,	 together	 with	 specific	 aspects	 derived	 from	 technology	 acceptance	
assessment	approaches	such	as	the	Technology	Acceptance	Model	(TAM),	see	Figure	
8.	TAM	models	in	general	how	users	come	to	accept	and	use	technology	through	the	
evaluation	 of	 different	 factors	 such	 as	 perceived	 usefulness	 (degree	 to	 which	 a	






























on	him/her	 to	perform	or	not	 the	behaviour	 in	question.	 In	 line	with	 the	 theory,	
attitudes	 are	 a	 function	 of	 beliefs.	 In	 this	 sense,	 a	 person	 who	 believes	 that	
performing	 a	 given	behaviour	will	 lead	 to	positive	outcomes	will	 hold	 a	positive	
attitude	toward	performing	the	behaviour.		












information	 systems	 arena	 in	 a	 variety	 of	 fields	 and	 scenarios	e.g.	(Broman	Toft,	
Schuitema,	&	Thøgersen,	2014;	Cheung	&	Vogel,	2013;	Joo	&	Sang,	2013;	Padila‐





subject	 field	 (technological).	 The	 questionnaire	 aims	 to	 combine	 paradigms	 from	
technology	 innovation	 (e‐business	innovation	 cycle)	 and	 technology	 assessment	
(TAM)	 in	 an	 approach	 to	 solicit	 the	 relevant	 input	 in	 the	 specific	 subject	 field	
(technological).	In	the	same	time,	it	maintains	a	focus	on	the	specific	purpose	of	risk	





1.  What technologies are available for  user and access  management, role-based access control, two factor 
authentication? 
2.  What technologies are available for encryption during data processing and data transport? 
3.  What technologies are available for data backup, restoration and availability of the service? 
4.  What technologies are available for redundant supply of power, HVAC, water? 
5.  What technologies are available for fire protection? 
6.  What technologies are available for robust infrastructure, redundant network connection, emergency working 
places etc.? 
7.  What technologies are available for redundant  data centres, documentation and control  of availability 
management? 
8.  What technologies are available for building security, access control, and secure entry area? 
9.  What technologies are available for control  of service contractors (cleaning, facility  management, repair 
technicians)? 
10.  What technologies are available in the area of server security? 
- Host protection (firewal, intrusion detection, integrity checking) 






- Sandbox for every virtual machine  
- Certified hypervisors (at least CC EAL4, IT SEC E3) 
- Redundant images / services of the provided 
- A secure sandbox environment in the case of IaaS in order to prevent exploits on host systems 
- Assessment of system documentation, status, log files 
11. What technologies are available in the area of network security? 
- Redundant network links 
- Safeguards against attacks, malware 
- Secure configuration of all cloud components, network segmentation 
- Encrypted remote administration 
- Encrypted communication between CSP and cloud user 
- Encrypted communication between different CC sites 
- Encrypted communication to and from third party contractors 
- Encrypted transmission of network management information 
- Analysis of VPN infrastructure and end-to-end encryption chain 
12. What technologies are available in the area of application and platform security? 
- Integration of security management into the software life cycle, security gates, vulnerability tests, 
audits, etc. 
- Application isolation, interface monitoring 
- Automatic monitoring and assessment of user applications 
- Patch and change management, patch compatibility tests 
- Control whether guidelines von development of secure applications are applied 
13. What technologies are available in the area of information security?  
- Patch and change management 
- Definition of life cycle of customer data 
- Secure isolation 
- Role-based information access, e.g. based on LDAP 
- Regular backups (extent, intervals, storage concept, times and durations) 
- Complete and secure deletion 
- Every component can be targeted by an attach, therefore analysis of weaknesses and protection 
measures (end-to-end security) 
14. What technologies are available in the area of encryption and key management? 
- Only assured and secure encryption methods are used 
- Random generated keys with sufficient length 
- Secure asynchronous key exchange 
- Short duration of keys, secure storage of keys 
- Key destruction, e.g. utilizing SAML 
- Strong authentication of cloud users (two-factor authentication) 
15. What technologies are available for overcoming the lack of standardization in CC? 
- The customer should ensure if the provider uses standardized technology and it should be mentioned 
in its initial contract. 


























the	 questionnaire	 is	 wel	 aligned”,	 b)	 “The	 questionnaire	 alows	 to	 solicit	
technological	 requirements	 of	 a	specific	 organization”,	 and	 c)	“The	







–	 a)	 “The	 questionnaire	 alows	 to	 solicit	 technological	 requirements	 of	 a	
specific	organization”,	b)	“The	structure	of	the	questionnaire	is	wel	aligned”,	
and	 c)	 “The	 questionnaire	 accounts	 for	 both	 technology	 potentials	 and	
compliance	needs”.	




4.7 Cultural Environment 















in	 particular	 for	 the	 management	 of	 multinational,	 multicultural	 organizations,	










 Political.	 Nations	 are	 political	 units	 with	their	own	institutions	(forms	 of	
government,	 educational	 systems,	 legal	 systems,	 labour	 and	 employer’s	






 Psychological.	 Citizens	 thinking	 is	 partly	 conditioned	 by	 national	 culture	
factors.	 This	 is	 an	 efect	 of	 early	 life	 experiences	 in	 the	 family	 and	 later	




to	 compare	 those	 (Olson	 &	 Olson,	 2003).	 Apart	 from	 the	 model	 developed	 by	
Hofstede,	 two	 major	 models	 have	 analysed	 culture	 dimensions	 in	the	 literature:	
(Hal,	1977)	and	(Trompenaars	&	Hampden‐Turner,	2012)	model.	The	three	present	
comparable	 features	 and	 have	 been	 discussed	 widely	 in	 the	 literature	 (Casado‐
Lumbreras,	 Colomo‐Palacios,	 Gomez‐Berbis,	&	Garcia‐Crespo,	2009;	 Casado‐
Lumbreras,	Colomo‐Palacios,	Soto‐Acosta,	&	Misra,	2011).	However,	it	is	important	
to	note	that	the	model	developed	by	Hofstede	focuses	on	the	values	and	culture	of	














multivariate	 statistics	 (factor	 analysis)	 and	 theoretical	 reasoning.	 The	 defined	
cultural	dimensions	are:	
 Power	Distance.	The	fundamental	issue	involved	is	how	society	deals	with	
the	 fact	 that	 people	 are	 unequal	 in	 physical	 and	 intellectual	 capacities.	 In	
organizations,	 the	 level	 of	 Power	 Distance	 is	 related	 to	 the	 degree	 of	
centralization	of	authority	and	the	degree	of	autocratic	leadership.	A	culture	
with	 high	 power	 distance	 is	 characterized	 by	 an	 established	 hierarchy	 of	
power,	based	on	status,	wealth,	intellectual	capacity,	or	some	other	factors.	
Inequality	is	here	considered	a	law	of	nature,	rather	than	a	problem.	On	the	
contrary,	 a	 culture	with	 low	power	distance	 considers	every	 individual	 as	
equal,	despite	differences	in	power,	status	or	wealth.	
 Individualism	 vs.	 Collectivism.	 The	 fundamental	 issue	 involved	 is	 the	
relation	 between	 an	 individual	 and	 his	 or	 her	 fellow	 individuals.	 In	 some	
cultures	is	more	important	to	look	after	self‐interest	and	maybe	the	interest	
of	immediate	family,	while	in	others	there	exist	a	big	concept	of	tribe	(from	
extended	 family	 to	 village).	 The	 collectivist’s	 preference	 is	 to	 be	 part	 of	 a	
community.	 These	 people	 are	 expected	 to	 give	 loyalty	 to	 the	 groups	 they	
belong	to.	Unlike,	in	an	individualistic	culture,	the	interest	of	the	individual	
prevails	over	that	of	the	group.	The	ties	between	individuals	are	loose.	Every	
person	 is	 considered	 as	 an	 independent	 entity	 capable	 of	making	 his/her	
own	decisions,	and	is	expected	to	be	fully	responsible	for	the	consequences.	
 Uncertainty	Avoidance.	The	fundamental	issue	involved	here	is	how	society	
deals	with	 the	 fact	 that	 future	 is	 unknown	 as	well	 as	 the	 events	 that	 can	
happen.	 Some	 societies	 socialize	 their	 members	 into	 accepting	 this	
uncertainty	and	not	becoming	upset	by	it;	they	are	societies	in	which	people	
have	 a	 natural	 tendency	 to	 feel	 relatively	 secure.	 On	 the	 contrary,	 other	
societies	 socialize	 their	 people	 into	 trying	 to	 beat	 the	 future;	 they	 are	
societies	 in	 which	 people	 develop	 a	 higher	 level	 of	 anxiety,	 nervousness,	




organization	 (or	 a	 society)	minimizes	 gender	 role	 differences	 and	 gender	


















the	 world	 is	 not	 tenable	 in	 view	 of	 these	 demonstrated	 diferences	 in	 national	
cultures.	It	should	be	adapted	depending	on	the	country	and	culture.	According	to	
Hofstede	study,	the	most	relevant	dimensions	for	leadership	are	Individualism	and	




Kluckhohn	 and	 Strodtbeck	 proposed	 the	 existence	 of	 a	 limited	 set	 of	 questions,	
caled	 “cultural	 orientations”,	 which	 each	 society	 must	 answer	to	 operate	 in	 an	
efective	 and	 cooperative	 way,	 and	 a	 limited	 set	 of	 possible	 answers	 for	 each	





the	 pattern	 of	 variations	 within	a	 society,	 or,	 more	 specifically,	as	the	pattern	of	
deep‐level	values	and	assumptions	associated	with	societal	efectiveness,	shared	by	
an	interacting	group	of	people.	Kluckhohn	and	Strodtbeck	and	their	 research	

























compliance	 considerations.	 Therefore,	 the	 relevant	 artefact	 of	the	 proposed	
compliance	framework	must	consider	the	diferent	cultural	environments	and	their	
diferences.	As	an	initial	approach,	the	Cultural	Orientations	Framework	 and	 the	













1.  What are the countries of incorporation of headquarters, main offices and branches of the organization? 
2.  What are the countries of incorporation of main accounts of the organization? 
3.  What market reach does the organization have (regional, national, international, and world-wide? 
4.  What other predominant cultural aspects exist (e.g. a religious or non-profit organization)? 
5.  What are the relevant cultural dimensions (according to Hofstede and subsequent works) for the organization? 
6.  Which metrics about the relevant cultural dimensions are needed? 
7.  How are needed metrics about the relevant cultural dimensions accumulated? 
8.  What is the relevance of every relevant cultural dimension for the change management? 






4.7.4 Qualitative Study 
Folowing	the	approach	from	the	previously	presented	subject	areas,	as	a	qualitative	






address	 was	 “Is	 the	 questionnaire	 sound	 and	 robust	 enough	 to	 gather	 al	






















developed	 artefact	 for	 this	 subject	 domain	 –	the	questionnaire	for	the	cultural	
environment	–	is	sound	and	robust	enough	to	be	assessed	as	part	of	the	framework	
in	the	folowing	phases	of	this	thesis.	



















identified	 risks	 include	 issues	 in	 preparation	 and	 planning	 which	 relate	 to	 the	
deficiencies	 of	 CC.	 Furthermore,	 emerging	 recent	 works	 tend	 to	 consider	
information	 security	 for	 CC	 through	 the	 prism	 of	 established	 governance	
frameworks	(Rebollo	et	al.,	2015)	which	is	also	the	approach	chosen	in	this	work.	
Frameworks	 with	 comparable	 objectives	 are	 proposed	 by	 some	 major	 cloud	
vendors	 (e.g.,	 the	 IBM	whitepaper	 “Deﬁning	 a	 framework	 for	 cloud	 adoption”4).	
Furthermore,	there	are	some	holistic	approaches	to	address	cloud	usage	or	adoption	
currently	 emerging	 in	 the	 research	 landscape.	 The	 Cloud	 Computing	 Business	
Framework	(Chang,	Walters,	&	Wills,	2013)	suggests	an	approach	that	is	structured	
in	 the	 areas	 of	 Classification	 (here	 cloud	 service	 providers	 are	 classified),	
Organisational	 Sustainability	 Modelling	 (here	 a	 requirements	 analysis	 is	
performed),	Service	Portability	(deals	with	service	migration),	and	Linkage	(deals	
with	linking	services	together	in	a	process	chain).	Another	recent	development	is	
the	 proposal	 of	 a	 Cloud	 computing	 adoption	 framework	 with	 focus	 on	 security	
aspects	(Chang	et	al.,	2016).	It	is	a	security‐oriented	framework	oriented	towards	
first	 adoption	 of	 cloud	 services	 and	 suggests	 a	 layered	 approach	 to	 security.	
Suggested	 layers	 are:	 firewall,	 identity	management	 and	 encryption.	 Yet	 another	
framework	–	this	one	aimed	towards	ranking	of	cloud	services	–	was	presented	by	





Process	as	a	Service	 (BPaaS)	and	 considers	 semantic	 representations	 in	order	 to	
allow	for	functional	mapping	between	internal	and	outsourced	processes.	
Furthermore,	 there	 are	 practical	 approaches	 that	 aim	 to	 incorporate	 standard	
information	 security	 and	 compliance	 certification	 frameworks	 into	 the	 topic	 of	
compliance	of	CC,	with	one	of	the	most	complete	requirement	catalogues	published	









(Bundesamt	 für	 Informationssicherheit,	 BSI)5.	 In	 its	 reference	 part6	 it	 provides	 a	
mapping	of	its	requirements	to	the	requirements	of	several	certification	standards	
–	 ISO/IEC	 27001:2013(Chaudhuri,	 2015),	 CSA	 Cloud	 Control	 Matrix	
3.01(Chaudhuri,	2015),	AICPA	Trust	Services	Principle	Criteria	20147	and	others.	
While	 all	 these	 approaches	 exhibit	 some	 similarity	 in	 areas	 of	 coverage	 and	
employed	paradigms,	there	are	still	important	gaps	and	shortcomings	that	remain	
to	 be	 addressed	 –	 particularly	 with	 respect	 to	 change	 management	 during	 an	
ongoing	usage	of	cloud	services.		




































is	 not	 pursued	 in	 the	 context	 of	 the	 proposed	 framework.	 First,	 the	 focus	 of	 the	
framework	 lies	 in	 the	 introduction	 of	 governance‐specific	 aspects	 in	 a	 change	
management	process,	not	in	the	definition	of	a	completely	new	change	management	
process.	 Furthermore,	 the	 effects	 of	 CC	 and	 hybrid	 cloud	 scenarios	 are	 to	 be	
considered	as	well.	Thus,	the	cornerstone	is	to	provide	a	path	to	introduce	a	Cloud	
Governance	view	(Dzombeta	et	al.,	2014)	with	focus	on	security	and	compliance	as	
an	 extension	 of	 organizational	 change	 management.	 Also,	 when	 considering	 the	
maturity	of	the	topic	of	change	management	it	is	evident	that	it	is	one	of	the	most	
mature	 parts	 of	 IT	 governance	 frameworks	 (Sharifi,	 Ayat,	 Rahman,	 &	 Sahibudin,	
2008).	
Objectives	of	the	change	management	process	are	to	detect	changes,	to	document	






















traditional	 IT‐Governance	 often	 does	 not	 cover	 al	 the	 necessary	 compliance	
considerations	 that	 are	 associated	 with	 a	 transition	 to	 a	 CC	 environment.	 An	





4.8.1 Definition Process of the Framework 
The	CFC	MCC	focuses	on	a	risk‐based	analysis	of	the	changes	in	the	CC	and	is	based	
on	 the	 input	 from	 the	 subject‐matter	 questionnaires	 that	 were	 presented	 in	 the	
previous	sections.	This	corresponds	to	the	step	"assess	and	evaluate	change"	in	the	
change	management	process	according	to	ITIL	v3.	Therefore,	it	is	aimed	at	alowing	


























Team,	 2010).	 Such	 standards	 wil	 also	 be	 used	 within	 the	 validation	 of	 the	
framework.	












reuse	 (Toval,	 Nicolás,	Moros,	 &	 García,	 2002)	while	 others	 consider	misuse	 and	
breaches	(Sindre	&	Opdahl,	2005).	
The	 first	 step	 is	 to	 define	 the	 protection	 requirement	 categories	 with	 typical	












low  The impact of any loss or damage is limited and calculable. 
medium  The impact of any loss or damage may be considerable. 
high  The impact of any loss or damage may be of catastrophic 
proportions which could threaten the very survival of the 
organization. 
	








• organizational/	 processual:	 Impaired	 ability	 to	 perform	 the	 tasks	 at	 hand,	
Impairment	of	business	processes	or	activities,	Physical	injury	










All	 these	 categories	 (apart	 from	 the	 “financial”	 category	which	 is	 a	 generic	 one)	




application	 could	 prevent	 essential	 business	 activities	 from	 being	 performed,	
resulting	in	direct	financial	loss	and	in	negative	reputation.	
In	 order	 to	 differentiate	 between	 the	 "low",	 "medium",	 and	 "high"	 protection	
requirements	 categories,	 it	 may	 be	 appropriate	 to	 determine	 the	 limits	 of	 each	
damage	 scenario.	 The	 following	 tables	 are	 used	 to	 determine	 the	 protection	










































































































































































































































































































4.8.3 Process Steps and Examples 
4.8.3.1 Protection Areas, Gross Risk without Measures/Controls 
First	the	data	afected	by	CC	transition	and	the	associated	substantial	assets	need	to	
be	determined.	Assets	here	refer	to	so	caled	secondary	assets,	which	support	the	

















1. scope  2. Requirements  3. protection area  4. protection 
requirement 
categories 
5. result  6. potential 
damage 
7. likelihood  8. gross 
risk 








































test data  „References to 
specific 
requirements“ 
Confidentiality  h  m l l  h  150 T€  10%  15 T€ 
Integrity h m l l h 








the	 gross	 risk	 calculation	 (column	 8).	 Already	 established	 measures	 are	 not	












high  >	20%‐<50%       
medium  5%	‐	20%   
low  <	5%   







4.8.3.2 Existing Measures and Curent Status 
After	defining	the	protection	requirements	and	the	gross	risk,	al	 already	









































test data A  x   y    
B X n ongonig 2015 
…  x y   
4.8.3.3 Net Risk after First Implemented Measures and Considered Change 
The	folowing	activity	of	the	framework	is	now	a	second	assessment	of	(security)	
requirements	 and	 a	 derived	 calculation	 of	 the	 net	 risk	 after	 first	 implemented	
measures.	The	assessment	of	security	requirements	now	requires	two	steps:	
1. Reduction	 of	 the	 already	 documented	 (security)	 requirements	 in	order	 to	
account	for	the	already	introduced	measures	and	controls.	
2. Further	calibration	of	requirements	based	on	the	planed	transition	of	data	to	
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Table	11.	Example	for	Documenting	Gross	Risk	
4.8.3.4 Reaming Steps Initiated by Change 
The	last	step	includes	the	definition	of	new	measures	and	assurance	of	a	proper	risk	
level	during	the	implementation	of	the	change	in	CC.	As	already	mentioned,	in	this	


















































test data                     
 
 
4.8.4 Qualitative Study 
Folowing	the	approach	from	the	assessment	of	the	first	four	artefacts	 of	 the	
framework	 (the	 questionnaires	 for	 soliciting	 relevant	 inputs	 from	the	legal,	
organizational	 and	 processual,	 technological,	 and	 cultural	 environments)	 a	











works).	 The	Nominal	Question	 they	 had	 to	 address	 was	 “Is	 the	 approach	
sound	 and	 robust	 enough	 to	 achieve	 the	 stated	 goals	 of	 the	 framework?	

























The	 conducted	 NGT‐based	 qualitative	 study	 provided	 a	 clear	 signal	 that	 the	
developed	artefact	–	the	inner	works	–	is	sound	and	robust	enough	to	be	assessed	as	
part	 of	 the	 framework	 in	 the	 folowing	 phases	 of	 this	 thesis.	 Together	 with	 the	
qualitative	 studies	 performed	 for	 al	 other	 framework	 elements,	 this	 makes	 the	
framework	mature	enough	to	transition	to	the	next	phases	of	assessment	 in	 the	
folowing	chapters.	
4.9 Summary of the Framework 
The	 presented	 Compliance	 Framework	 for	 Change	 Management	 in	 Cloud	
Environments	(or	CFC	MCC)	aims	to	provide	a	compliant	change	management	in	the	


















assessment	 in	 a	 qualitative	 study	 based	 on	 the	NGT	 and	 the	 study	 assessed	 this	
artefact	also	as	robust	enough.	The	subsequent	industry	cases	that	will	be	presented	
within	the	evaluation	will	provide	specific	examples	of	such	measures.	
The	structuring	of	 subject	 fields	on	 the	 “outskirts”	and	a	process	 that	 “crunches”	
input	 in	 a	 multistage	 process	 to	 provide	 specific	 measures	 corresponds	 to	
approaches	 that	 were	 proposed	 recently	 for	 application	 in	 industry8.	 A	 specific	
example	 is	 the	 requirement	 catalogue	 published	 in	 March	 2016	 by	 the	 German	
Federal	Authority	for	Information	Security	(Bundesamt	für	Informationssicherheit,	
BSI)9.	 Published	during	 the	 final	 stages	of	 the	 thesis	 –	when	 the	 framework	was	
already	 developed	 and	 validated	 –	 during	 its	 evaluation	 stage,	 the	 catalogue	
confirms	most	of	the	paradigms	that	the	framework	employs	in	a	convincing	way.		







8 See Footnote 7 for details about these industry approaches 















of	 subjective	 experts’	 views,	 an	 interpretive	 theoretical	 perspective	 was	 selected.	
This	 approach	 leads	 naturaly	 to	 qualitative	 methodology,	 with	methods	 that	







groups	 have	 more	 informational	 resources	 at	 their	 disposal	 than	individuals	do	
(Franz	&	Larson,	2002).	In	such	settings,	overlapping	competence	is	useful,	because	
it	acts	as	a	common	ground	among	group	members	and	facilitates	learning	(Kasvi,	
Vartiainen,	 Pulkkis,	 &	 Nieminen,	 2000).	 As	 a	 consequence	 of	 its	 attractiveness,	
experts’	 judgements	 have	 been	 widely	 used	 in	 the	 information	 systems	 arena	





the	 validity	 of	 the	 tools	 (questionnaires)	 considered	 in	 each	 item	 of	 the	
framework	and	the	validity	of	the	suggested	questions.	
2. Validation	of	the	framework	as	a	whole	by	experts	in	the	field.	







5.2 Validation of the items of the framework 
The	specifics	of	the	framework	items	to	be	validated	(legal,	technological,	
















5.2.1 Validation of Framework Items related to Legal Aspects 












5.2.1.2 Workshop Preparation 
The	 selected	 experts	 were	 provided	 with	 a	 detailed	 description	of	the	proposed	






stage	 (in	 this	 case	 Subsection	 4.4).	 Furthermore,	 they	 were	 provided	 with	 the	
specific	questions	they	were	expected	to	answer	at	the	workshop:	
 Is	the	given	framework	a	suficient	tool	to	define	risks?	














5.2.1.3 Workshop Conduction and Results 
The	 assessment	 workshop	 LEGAL	 was	 conducted	 in	 the	 third	 quarter	 of	 2015	 in	





 A	 consensus	 decision	 (yes/no)	 regarding	 the	 first	 question	 (Is	the	 given	
framework	a	suficient	tool	to	define	risks?),	

























The	 proposed	 tool	was	 considered	 appropriate	 to	 assess	 the	 subject	 area.	More	









o Importance	 and	 frequency	 of	 triggers	 should	 be	 considered	 (see	
Figure	12	and	Figure	13).	
Questions	that	should	be	removed	



























































5.2.2 Validation of Framework Items related to Organizational and Processual 
Aspects 
5.2.2.1 Selection of Experts 
The	validation	of	framework	items	related	to	organizational	and	processual	aspects	
required	the	acquisition	of	experts	with	the	folowing	profile:	









5.2.2.2 Workshop Preparation 
The	 selected	 experts	 were	 provided	 with	 a	 detailed	 description	of	the	proposed	
framework	 and	 with	 the	 complete	 relevant	 part	 of	 the	 framework	at	the	current	
stage	 (in	 this	 case	 Subsection	 4.5).	 Furthermore,	 they	 were	 provided	 with	 the	
specific	questions	they	were	expected	to	answer	at	the	workshop:	
 Is	the	given	framework	a	suficient	tool	to	define	risks?	



























 A	 consensus	 decision	 (yes/no)	 regarding	 the	 first	 question	 (Is	the	 given	
framework	a	suficient	tool	to	define	risks?),	


















The	 proposed	 tool	 was	 considered	appropriate	 to	 assess	 the	 subject	 area.	 More	
















o Questions	 that	 concern	 existing	 processes	 should	 consider	










5.2.3 Validation of Framework Items related to Technological Aspects 
5.2.3.1 Selection of Experts 
The	 validation	 of	 framework	 items	 related	 to	 technological	 aspects	 required	 the	
acquisition	of	experts	with	the	folowing	profile:	
 University	 Education	 (idealy	 a	 master	 degree)	 in	 Computer	 science,	













5.2.3.2 Workshop Preparation 
The	 selected	 experts	 were	 provided	 with	 a	 detailed	 description	of	the	proposed	


















5.2.3.3 Workshop Conduction and Results 
The	assessment	workshop	TECHNOLOGICAL	was	conducted	in	the	third	quarter	of	





 A	 consensus	 decision	 (yes/no)	 regarding	 the	 first	 question	 (Is	the	 given	
framework	a	suficient	tool	to	define	risks?),	









































5.2.4 Validation of Framework Items related to Cultural Aspects 
5.2.4.1 Selection of Experts 
The	validation	of	framework	items	related	to	organizational	and	processual	aspects	
required	the	acquisition	of	experts	with	the	folowing	profile:	














5.2.4.2 Workshop Preparation 
The	 selected	 experts	 were	 provided	 with	 a	 detailed	 description	of	the	proposed	
framework	 and	 with	 the	 complete	 relevant	 part	 of	 the	 framework	at	the	current	
stage	 (in	 this	 case	 Subsection	 4.7).	 Furthermore,	 they	 were	 provided	 with	 the	
specific	questions	they	were	expected	to	answer	at	the	workshop:	
 Is	the	given	framework	a	suficient	tool	to	define	risks?	














5.2.4.3 Workshop Conduction and Results 
The	assessment	workshop	CULTURAL	was	conducted	in	the	third	quarter	of	2015	




































experts.	More	 specifically,	 three	 of	 Hofstede´s	 cultural	 dimensions	 –	 Uncertainty	
Avoidance	 Index	 (UAI);	 Long	 Term	 Orientation	 versus	 Short	 Term	 Normative	



















5.2.5 Summary of Framework Items Validation 
In	general,	the	validation	provided	the	intended	benefits	for	the	framework.	Beside	
the	validation	and	improvement	of	items	in	the	diferent	subject	areas,	it	provided	a	








Furthermore,	 they	 emphasized	 the	 importance	 of	 KPIs	 related	 to	specific	
strategies	 and	 suggested	 a	 more	 quantification‐oriented	 approach	 of	 the	
questionnaire.	
3. The	 experts	 from	 the	 technological	 area	 stressed	 the	 importance	of	
technological	 trends	 and	 developments	 and	 of	 specific	 deployment	 and	
implementation	approaches.	






5.3 Validation of the framework as a whole 
In	the	case	of	the	validation	of	the	framework	as	a	whole,	the	vehicle	for	obtaining	

















o What	 aspects	 of	 the	 framework	 designed	 (questionnaires,	
implementation	…)	could	be	improved?	
The	questionnaire	is	designed	to	be	sent	to	appointed	experts	by	email.	Experts	wil	
fil	 the	 questionnaire	 in	 a	 remote	 way	 assisted	 by	 Ph.D.	 candidate.	 This	
questionnaire	 was	 proved	 in	 diferent	 settings	 (Colomo‐Palacios,	 Casado‐
Lumbreras,	 Soto‐Acosta,	 García‐Peñalvo,	 &	 Tovar‐Caro,	 2013;	 Colomo‐Palacios,	
Tovar‐Caro,	 García‐Crespo,	 &	 Gómez‐Berbís,	 2010;	 Ruano‐Mayoral,	 Colomo‐
Palacios,	 Fernández‐González,	 &	 García‐Crespo,	 2011)	 and	 was	 adapted	 to	 the	
specific	aims	of	the	framework.	The	questionnaire	consists	of	open	questions	that	
inquire	 about	 various	 aspects:	 methodological	 rigor,	 theoretical	 innovation,	
practical	 utility,	 etc.	 Such	 open‐ended	 questionnaires	 are,	 again,	 pervasive	 in	
information	systems	research	(Baskervile	&	Myers,	2015;	Kaplan	&	Duchon,	1988;	
Mingers,	2003;	Silverman,	1998).	
5.3.1 Data colection 
The	 process	 of	 data	 colection	 consisted	 in	 the	 identification	and	 selection	 of	 the	
experts	 involved	 in	 the	 validation.	 Therefore,	 in	 this	 subsection,	 the	 selection	







academia	 were	 identified	 through	 personal	 contacts.	 To	 participate	 in	 this	 study,	
fifteen	experts	in	the	field	were	invited	by	e‐mail	to	participate	but	just	six	agreed	to	
participate.	 Participants	 were	 fuly	 informed	 about	 the	 implications	 of	 their	











objective	 of	 this	 thesis:	 the	 design	 of	 a	 framework	 for	 compliance	




 Methodology:	 Experts	 have	 agreed	 that	 the	 design	 and	 use	 of	 qualitative	




in	 the	 implementation	of	 the	 framework	will	 represent	 an	 advance	 in	 the	
knowledge	of	the	management	of	compliance	matters.	In	this	regard,	experts	
predict	that	the	implementation	of	the	framework	will	confirm	the	relevance	
of	 the	process	and,	 at	 the	 same	 time,	 confirm	 the	need	 for	 frameworks	 to	
guide	the	management	of	these	processes.	
 Applicability:	 The	 results	 obtained	 after	 the	 implementation	 of	 the	





o One	expert	notes	 the	 time	consumed	 in	 the	questionnaires	and	 the	
need	 to	 count	 on	 specific	 support	 for	 the	 implementation	 of	 the	






o Several	 aspects	 were	 reported	 by	 experts	 that	 leaded	 to	 the	









6 Adaptation of the Framework after Validation 
The	validation	of	the	framework	provided	–	beside	the	general	confirmation	of	its	




specific	 areas	 of	 the	 framework.	Furthermore,	 the	 new	version	 of	 the	 framework	
items	that	implement	the	suggested	improvement	is	presented.	
6.1 Legal Area 



























This	 recommendation	 is	 considered	 helpful	 and	 is	 reflected	 in	 the	 subsequent	
adaptation	of	the	framework	in	the	legal	area.	
6.1.2 Framework Adaptation 







1.  Which data is afected by the outsourcing decision? Higher risk data such health-related, social, or medicaly 
confidential? 
2.  Which legal frameworks are applicable? 




Which requirements exist concerning data protection: appropriate security architecture, data encryption and 
cryptography, identity and rights  management, control  possibilities,  monitoring and security incident 
management, contingency plans and measures, and others? 
5.  Is the provider compliant with legal and data protection requirements? 
6.  Does the provider have an information security management system (ISMS) concept? 
7.  How was the ISMS concept assessed concerning appropriateness of technical and organizational measures 
and how is the result of the assessment documented? 
8.  Does the provider have current and internationaly established certifications (for example, ISO 27001)? 
9. Is the cloud computing service precisely and clearly formulated? 
10.  Are appropriate control rights for the cloud  user  organization and corresponding  obligations for the cloud 
provider being specified? 







12.  Are there specific, relevant service-level agreements?  Do they  outline the availability and  dependability 
requirements, response and restoration deadlines, computing power, and support details? 
13.  Are there specific Business Continuity Management (BCM) regulations for the case of catastrophic failures? 
14.  Are controls  being conducted regularly?  Are there assessments  of the agreed-upon technical and 
organizational measures? 
15.  Are the security concepts being regularly assessed? Are they current, and do they correspond to the current 
state of the art? 
16. Is international data communication affected by the change? 
17.  Are sanctions anticipated? 
18.  Are there access points for state agencies (e.g. NSA) 




6.2 Organizational and Processual Area 
6.2.1 Consideration of Improvement Suggestions 
In	the	organizational	and	procesual	area,	several	clarifications	were	suggested:	
 A	categorization	of	processes	in	the	levels	of	“governance	processes”,	





















This	 recommendation	 is	 considered	 helpful	 and	 is	 reflected	 in	 the	 subsequent	
adaptation	of	the	framework	in	the	organizational	and	processual	area.	
6.2.2 Framework Adaptation 






1.  Are there existing guidelines for the introduction of changes in processes and in process steps? 
What are the effects of such changes on other processes? 
What are the effects of such changes on the corporate strategy? 
Is it assured that security aspects are to be considered during the introduction of changes? 
Are al changes planned, tested, approved and documented? 
Are falback solutions developed before the implementation of changes? 
Is the information security management involved in al substantial changes? 
2.  Are enterprise-critical processes affected? 
How about the data availability in these processes? 
Efects on the availability of other processes? 




Assessment of the documentation of latest emergency tests 
Security concept 
Routine security assessments at the CSP and other contractors by certified third party 
Authentication, authorization, administration, audits, awarenes access control 
Data processing is alowed solely according to the instructions of the cloud user, no data usage by the CSP for 
own purposes 
Penetration tests at the CSP and other contractors 
Monitoring by the cloud user should be possible, SLA fulfilment should be provable 
Logging and monitoring of administrator activities 
Four-eyes-principle during critical administration activities 
Provision of log files by the CSP 
Information about security incidents 
24/7 response team for Security Incident Handling and Trouble Shooting 
24/7 Monitoring of cloud services and an immediate response to security incidents 






Establishment of transparency and trust by the provision of detailed information intended for the cloud user 
 
Measures at the personnel level 
Police certificate 
Educational history, qualifications, current and past affiliations 
Personal environment (e.g. party membership) 
Courses in IT security 
Courses in social engineering 
Control and education for awareness 
Assessment of contractors (e.g., technicians, facility managers) 
Data security and non-disclosure agreements
5.  What types of processes are affected? 
•  Depending  on their areas, e.g. “governance  processes”, ”customer-facing  processes”, “core 
processes”, and “support processes”; 
•  Depending on their necessity and importance, e.g. “must do”, “nice-to-have”, “delighter”. 
6.  Are business impact analyses being conducted? 




6.3 Technological Area 





















This	 recommendation	 is	 considered	 helpful	 and	 is	 reflected	 in	 the	 subsequent	
adaptation	of	the	framework	in	the	technological	area.	




1.  What technologies are available for  user and access  management, role-based access control, two factor 
authentication? 
2.  What technologies are available for encryption during data processing and data transport? 
3.  What technologies are available for data backup, restoration and availability of the service? 
4.  What technologies are available for redundant supply of power, HVAC, water? 
5.  What technologies are available for fire protection? 
6.  What technologies are available for robust infrastructure, redundant network connection, emergency working 
places etc? 
7.  What technologies are available for redundant  data centres, documentation and control  of availability 
management? 
8.  What technologies are available for building security, access control, and secure entry area? 
9.  What technologies are available for control  of service contractors (cleaning, facility  management, repair 
technicians)? 
10.  What technologies are available for assuring server security? 
- Host protection (firewal, intrusion detection, integrity checking) 
- Secure standard configuration (beefed-up operating system) 
- Sandboxed environment for every virtual machine 
- Certified hypervisors (at least CC EAL4, IT SEC E3) 
- Redundant images / services of the provided 
- A secure sandbox environment in the case of IaaS in order to prevent exploits on host systems 
- Systems in place for assessment of system documentation, status, log files 
11.  What technologies are available for assuring network security? 
- Redundant network links 
- Safeguards against atacks, malware and viruses 
- Secure configuration of al cloud components, network segmentation 
- Encrypted remote administration 
- Encrypted communication between CSP and cloud user 






- Encrypted communication to and from third-party contractors 
- Encrypted transmission of network management information 
- Analysis of VPN infrastructure and end-to-end encryption chain 
12.  What technologies are available for assuring application and platform security? 
- Integration of security management into the software life cycle, security gates, vulnerability tests, 
audits, code reviews etc. 
- Application isolation, interface monitoring 
- Automatic monitoring and assessment of user applications 
- Patch and change management, patch compatibility tests 
- Control whether guidelines for development of secure applications are applied 
13.  What technologies are available for assuring information security?  
- Patch and change management 
- Definition of life cycle of customer data 
- Secure isolation 
- Role-based information access, e.g. based on LDAP 
- Regular backups (extent, intervals, storage concept, times and durations) 
- Complete and secure deletion 
- Every component can be targeted by an atack; therefore, analysis of weaknesses and protection 
measures is needed (end-to-end security) 
14.  What technologies are available for assuring encryption and key management? 
- Only assured and secure encryption methods are used 
- Random generated keys with suficient key length 
- Secure asynchronous key exchange 
- Short duration of keys, secure storage of keys 
- Key destruction, e.g. utilizing SAML 
- Strong authentication of cloud users (two-factor authentication) 
15.  What technologies are available for overcoming the lack of standardization in CC? 
- The customer should ensure if the provider uses standardized technology and interfaces; this should 
be mentioned in its initial contract. 





6.4 Cultural Area 



















This	 recommendation	 is	 considered	 helpful	 and	 is	 reflected	 in	 the	 subsequent	
adaptation	of	the	framework	in	the	cultural	area.	
6.4.2 Framework Adaptation 






1.  What are the countries of incorporation of headquarters, main offices and branches of the organization? 
2.  What are the countries of incorporation of main accounts of the organization? 
3.  What market reach does the organization have (regional, national, international and world-wide? 
4.  What other predominant cultural aspects exist (e.g. a religious or non-profit organization, military or other 
specific organizational environments)? 
5.  What are the relevant cultural dimensions (according to Hofstede and subsequent works) for the organization? 
6.  Which metrics about the relevant cultural dimensions are needed? 
7.  How are needed metrics about the relevant cultural dimensions accumulated? 
8.  What is the relevance of every relevant cultural dimension for the change management? 
9.  How are the relevant metrics considered during the change process? 






11.  What aspects of organizational culture do you consider relevant? 
This	new	and	improved	version	of	the	questionnaire	wil	be	used	in	the	evaluation	
of	the	framework.	
















The	 aim	 of	 the	 evaluation	 is	 to	 verify	 that	 the	 framework	 proposed	 in	 this	 Ph.D.	
thesis	improves	compliance	management	in	CC	settings.	This	is	done	while	taking	
into	account	research	objectives,	research	questions	and	hypothesis	presented	in	
Chapter	 1.	 The	 evaluation	 of	 the	 proposed	 thesis	 considers	 the	 evaluation	




7.1 Evaluation Approach 
Evaluation	consists	of	three	diferent	phases:	






 Phase	 2:	 Colecting	 information	 on	 compliance	 management	 in	 CC	
environments	using	the	framework	defined	in	this	Ph.D.	thesis.	The	objective	
of	this	phase	is	to	validate	that	it	is	possible	to	improve	the	 compliance	
management	 by	 using	 the	 framework	 proposed	 in	 this	 thesis.	 The	
implementation	 of	 the	 framework	 in	 a	 real	 environment	 wil	 reveal	 what	















1. How	 to	 properly	 estimate	 the	 scope	 of	 the	 different	 input	 areas	 ‐	 legal,	
cultural,	organizational,	processual,	and	technical.	












8. How	 to	 assess	 the	 impact	 of	 single	 changes	 to	 existing	 compliance	
requirements	and	the	relevant	controls	addressing	these	requirements	for	
the	organization.	




The	 basic	 idea	 behind	 this	 evaluation	 is	 to	 compare	 the	 performance	 of	 change	
management	 in	 a	 cloud	 service	 environment	 before	 and	 after	 introducing	 the	
designed	framework.	This	means,	that	specific	KPIs	of	the	organizations	will	initially	
be	 measured	 and	 documented	 before	 introducing	 the	 framework.	 Then,	 the	
framework	will	 be	 implemented	 to	 a	degree	 that	 is	 feasible	 and	 that	 reflects	 the	
specifics	 of	 the	 organization.	 A	 certain	 period	 of	 operation	 of	 the	 framework	 is	





















7.2 Evaluation Plan 
In	the	folowing	sections	the	description	of	the	planning	developed	for	each	of	the	
phases	that	make	up	the	validation	process	of	the	proposed	framework	is	presented.	
7.2.1 Phase 1 
It	 is	 planned	 that	 before	 the	 implementation	 of	 the	 framework,	a	 group	 of	










































as	 a	 whole,	 a	 CMMI‐based	 assessment	 is	 performed.	 In	 order	 to	 reach	 a	 certain	
maturity	level,	al	control	objective	in	a	process	area	must	be	achieved,	or	mostly	
achieved	 with	 few	 remaining	 exceptions.	 The	 assessment	 of	 maturity	 levels	 is	
conducted	over	a	longer	period	of	time	in	order	to	better	reflect	the	added	value	of	
the	framework.	











The	 self‐assessments	 were	 conducted	 by	 internal	 experts	 of	 the	 organization.	 Al	
had	multiple	years	of	experience	as	IT	compliance	managers,	some	were	members	
of	the	IT	risk	management	department,	others	of	the	IT	compliance	(having	previous	
experience	 as	 managers	 in	 a	 multinational	 auditing	 company),	 and	 others	 were	
members	of	the	internal	revision.	Two	more	employees	of	the	evaluation	partner	
were	tasked	with	assessing	the	results	of	the	evaluation	for	the	 purpose	 of	 the	
organization	 and	 continuing	 the	 activities	 beyond	 the	 scope	 of	this	 thesis	 in	 the	
future.	











7.2.3 Phase 3 
In	this	section,	specific	decisions	on	statistical	analysis	of	the	diferent	phases	are	






variable,	 the	 ANOVA	 test	 has	 been	 applied	 to	 each	 parameter	 with	 a	 confidence	
interval	of	95%.	Finaly,	to	establish	the	diferences	between	two	 mean	 scores,	
Student's	t‐test	was	applied	and	the	level	of	significance	was	set	at	P	<	0.05.	
Regarding	 Phase	 3	 or	 comparative	 analysis,	 the	 tests	 applied	 are	 the	 same	 as	 in	
previous	phases.	
7.3 Evaluation Execution 
In	 this	 section,	 author	 describes	 the	 context	 of	 the	 execution	of	the	validation	
performed	in	the	three	phases	defined	as	wel	as	the	details	of	the	execution	of	these	
phases.	





partners	 with	 higher	 compliance	 requirements	 were	 considered	 during	 the	
selection	of	evaluation	partners	in	industry.	Furthermore,	a	proper	mix	of	big	and	
smal	 organizations,	 of	 relevant	 business	 processes	 and	 of	 business‐to‐business	
(B2B)	 and	 B2C	 (business‐to‐customer)	 scenarios	 was	 aimed	 at.	 Thus,	 two	 case	
studies	were	selected.	

















The	 interface	 between	 the	 different	 business	 units	 and	 the	 internal	 IT	 services	
company	 was	 identified	 as	 the	 best	 organizational	 area	 to	 implement	 the	
framework.	 It	 represents	 a	 very	good	match	with	 the	 communication	paradigms	
assumed	by	the	framework.	
As	of	May	2015	the	organization	reported	a	general	agreement	to	implement	the	








 Avoidance	 of	 “conformity‐gaps”	 between	 requirements	 and	 their	 actual	
implementation	in	IT,	











be	 tailored	 to	 the	 specifics	 of	 the	 organization	 in	 order	 to	 reflect	 its	 structure,	
business	processes,	paradigms	and	priorities.	









7.3.1.2 Case Study 2 
The	 second	 partner	 is	an	 IT	 service	 provider	 that	 ofers	 a	 range	 of	IT	 services	to	
institutional	 customers	 only.	 Thus,	 it	 is	 emphasizing	 the	 B2B	 aspect	 in	 the	
evaluation.	
Preliminary	talks	about	a	possible	evaluation	with	the	partner	started	as	soon	as	the	
idea	 of	 the	 framework	 was	 structured	 at	 the	 beginning	 of	 2015.	As	part	of	the	
assessment	 of	 the	 organization	 as	 a	 possible	 evaluation	 partner	the	relevant	
requirements	 of	 the	 organization	 were	 solicited,	 including	 its	structure,	 its	
management	systems,	its	projects,	the	relevant	legal	aspects,	as	wel	as	findings	from	
current	 internal	 risk	 audits	 and	assessments	 conducted	 in	 the	 organization.	
Folowing	this,	an	analysis	of	the	existing	communication	interfaces	was	conducted.	
The	interface	between	external	business	clients	and	the	IT	services	company	itself	




the	 framework	 in	 the	 near	 future	and	named	the	folowing	pain	points	 that	 they	
expected	the	framework	to	address:	
 Better	 ability	 to	 articulate	 own	IT	 compliance	 to	 existing	 and	potential	
customers,	and	




 Avoidance	 of	 “conformity‐gaps”	 between	 requirements	 and	 their	 actual	
implementation	in	IT,	





















After	 completion	 of	 this	 assessment	 the	 actual	 implementation	 of	 the	 framework	
started	 in	 April	 2016.	 In	 the	 three	 months	 afterwards	 the	 framework	 was	
implemented	within	the	organization	with	the	objective	to	implement	at	least	80%	
of	the	framework	elements	that	were	identified	during	the	customization.	




7.3.2.1 Case Study 1 
One	of	the	most	important	tasks	to	be	performed	before	the	execution	 of	 the	
framework	 was	 the	 customization	 of	 the	 framework	 to	 the	 specific	 needs	 of	 the	
organization.	
The	 customization	 of	 the	 framework	 for	 Evaluation	 Partner	 1	 was	conducted	in	
close	colaboration	with	the	partner.	As	already	stated,	the	customization	aimed	to	
reflect	the	specific	expectations	and	objectives	of	the	partner	as	stated	earlier.	Due	















 Extension	 of	 the	 framework	 to	 all	 IT	 areas	 (not	 only	 cloud	 services	 or	
outsourcing),		
 Agreement	on	 the	usage	of	maturity	 levels	 as	aggregate	 indicators	 for	 the	
frameworks	performance,	and	
 Development	 of	 the	 tool	 support	 by	 MS	 SharePoint	 not	 only	 for	 the	
customization	but	also	for	the	actual	evaluation	of	the	framework.	





















As	 stated	 before,	 preliminary	 talks	 about	 a	 possible	 evaluation	 with	 the	 partner	
started	 as	 soon	 as	 the	 idea	 of	 the	 framework	 was	 structured	 at	the	 beginning	 of	
2015.	 As	 of	 September	 2015	 the	 organization	 reported	 a	 general	agreement	 to	




improve	 existing	 approaches	 within	 the	 research	 community	 and	 industry	 with	
respect	to	risk	assessment,	including	accuracy,	completeness	and	 performance	 of	
defined	 controls.	 The	 use	 of	 real‐life	 examples	 from	 existing	 organizations	 with	
elaborate	management	systems	should	establish	the	comparative	environment	for	
the	evaluation	of	the	framework	as	a	newly‐designed	artefact.	
The	 folowing	 sections	 deal	 with	 the	 description	 of	 the	 data	 and	 the	 subsequent	
analysis	of	the	data	corresponding	to	the	execution	of	phases	1	to	3.	
7.4.1 Phase 1 
In	what	folows,	details	on	the	data	colected	for	both	case	studies	 before	 the	
implementation	of	the	framework	are	presented.	
7.4.1.1 Case Study 1 
Each	 case	 study	 provides	 two	 diferent	 sources	 of	 information.	Firstly,	the	one	








































As	 pictured	 in	 the	 previous	 figure,	 most	 of	 the	 respondents	 felt	 satisfied	 with	
































The	 last	piece	of	 information	 taken	 from	 the	questionnaire	 is	 the	opinion	on	 the	



















Again,	 respondents	 provided	 quite	 central	 responses.	 They	 believe	 the	 current	
contribution	 of	 compliance	 management	 in	 cloud	 computing	 to	 corporate	
compliance	management	is	average	in	most	cases	(82%),	while	in	18%	of	the	cases	
it	is	below	average.	



































deviation	 is	 the	 highest	 among	 the	 variables	 (.809),	 showing	 a	 remarkable	
dispersion.	The	third	variable	is	the	contribution	of	compliance	management	to	the	
overall	 IT	quality	of	 service.	This	aspect	 is	quite	moderate	according	 to	 its	mean	
(3.09)	and	also	presents	a	relatively	high	dispersion	(.701)	showing	the	somewhat	
unclear	importance	of	compliance	management	to	IT	quality	of	service.	Finally,	the	
contribution	 of	 compliance	management	 to	 the	 overall	 compliance	management	
presents	the	lowest	score	around	(2.82)	and	the	dispersion	is	also	the	lowest	(.405).	





roles	are	presented	namely	CIO,	Manager	and	Group	Leader.	 In	order	 to	know	 if	
there	 are	 statistical	 differences	 among	 roles,	 the	 ANOVA	 test	 has	 been	 applied.	















































































































# Frage Ja Überwiegend, mit wenigen Ausnahmen Nein 
1. Werden Projekte/Prozesse des Bereiches auf strukturierte, reproduzierbare Art und Weise durchgeführt? x 
2. Werden  alle  Projekte/  Prozesse  gemäß  einer  Unternehmensleitliniegeplant? x 
3. Werden  alle  Projekte  und  Prozesse  gemäß  einer  Unternehmensleitliniedurchgeführt? 
x 
4. Wird zur Ausführung aller Projekte und Prozesse Fachpersonal mit angemessenen Ressourcen eingesetzt? x 










10. Ist der Zustand der Arbeitsergebnisse für das Management an definierten Punkten sichtbar (zum Beispiel Meilensteine)? x 
11.Werden verpflichtende Inputs relevanter Stakeholder etabliert? x
12. Werden verpflichtende Inputs relevanter Stakeholder bedarfsgerecht überarbeitet? x 
13.Werden die Arbeitsergebnisse angemessen gelenkt? x
14. Erfülen  die  Arbeitsergebnisse  die  spezifizierten  Prozessbeschreibungen,  Normen und Verfahren? x 
































As	 pictured	 in	 the	 previous	 figure,	 most	 of	 the	 respondents	 felt	 satisfied	 with	

























































The	 last	piece	of	 information	 taken	 from	 the	questionnaire	 is	 the	opinion	on	 the	





Again,	 respondents	 provided	 quite	 central	 responses.	 They	 believe	 the	 current	
contribution	 of	 compliance	 management	 in	 cloud	 computing	 to	 corporate	
compliance	management	is	average	in	most	cases	(70%),	while	in	20%	of	the	cases	
it	is	above	average	and	just	10%	is	below	average.	
Following	 the	 approach	 adopted	 for	 Case	 study	 1,	 the	 following	 table	 gathers	

































(.667).	 It	 is	 worth	 to	 note	 that	 the	 overall	 satisfaction	 with	 the	 compliance	
management	aspect	is	quite	high	(3.70),	but	also	it	is	important	to	take	into	account	
that	 the	 standard	 deviation	 is,	 again,	 the	 highest	 among	 the	 variables	 (.823),	
showing	 a	 remarkable	 dispersion.	 The	 third	 variable	 is	 the	 contribution	 of	
compliance	management	 to	 the	 overall	 IT	 quality	 of	 service.	 This	 aspect	 is	 quite	
moderate	 according	 to	 its	mean	 (3.10)	 and	 also	 presents	 a	moderate	 dispersion	
(.568)	 showing	 the	 pale	 importance	 of	 compliance	management	 to	 IT	 quality	 of	
service.	 Finally,	 the	 contribution	 of	 compliance	 management	 to	 the	 overall	
compliance	management	presents	same	figures	obtained	for	the	previous	variable	
(3.10)	and	the	dispersion	is	also	moderate(.568).	This	could	be	caused	by	the	fact	








there	 are	 no	 significant	 statistical	 differences	 among	 groups	 in	 three	 of	 the	 four	
variables	studied.	In	the	case	of	the	Satisfaction	with	CC	service	there	are	statistical	
significant	 differences.	 This	 is	 caused	 by	 the	 opinions	 given	 by	 top	 managers	



























































before	 in	 the	 ANOVA	 test,	 this	 is	 due	 to	 the	 high	 satisfaction	 perceived	 by	 top	









































Again,	 as	 depicted	 in	 the	 previous	 table,	 metrics	 were	 collected	 before	 the	




































	 M SD M	 SD
Satisfaction	CC	service	 3.91 .539 4.00	 .667
Satisfaction	 compliance	
management	in	CC	




































































or	 actual	 Compliance	 violations	and	 Percentage	 of	 compliance	 improvement	
opportunities	 implemented)	 while	 the	 last	 metric,	 that	 depends	on	the	current	
compliance	management	process	and	not	the	results	of	it,	Frequency	(in	days)	of	
compliance	 reviews,	 is	 diferent.	 However	 and	 in	 general,	 both	organizations	
present	similar	data.	
7.4.2 Phase 2 
In	what	folows,	details	on	the	data	colected	for	both	case	studies	 after	 the	
implementation	of	the	framework	are	presented.	
7.4.2.1 Case Study 1 
As	indicated	in	Phase	1,	each	case	 study	 provides	 two	 diferent	sources	of	

















As	 pictured	 in	 the	 previous	 figure,	 most	 of	 the	 respondents	 felt	 satisfied	 with	
compliance	management	(64%)	or	very	satisfied	(18%)	while	18%	remain	neutral	










































The	 last	piece	of	 information	 taken	 from	 the	questionnaire	 is	 the	opinion	on	 the	





















computing	 to	 corporate	 compliance	 management	 is	 average	 (45%)	 or	 average	
(46%)	in	most	cases	while	in	9%	of	the	cases	it	is	very	high.	
Following	 the	 approach	 taken	 in	 Phase1,	 the	 following	 table	 gathers	 numeric	
information	about	respondents	coding	Likert	scales	(1‐5)	with	their	corresponding	











































there	 are	 statistical	 differences	 among	 roles,	 the	 ANOVA	 test	 has	 been	 applied.	

















However,	 there	 is	 a	 need	 to	 know	 if	 there	 are	 statistical	 significant	 differences	
between	roles	analysed	in	pairs.	Using	the	Student's	t‐test,	the	author	obtained	the	





















































































As	 already	mentioned	 above,	maturity	 levels	were	 assessed	 again	 twelve	weeks	




# Frage Ja Überwiegend, mit wenigen Ausnahmen Nein 
1. Werden Projekte/Prozesse des Bereiches auf strukturierte, reproduzierbare Art und Weise durchgeführt? X     
2. Werden  alle  Projekte/  Prozesse  gemäß  einer  Unternehmensleitliniegeplant? 
X    
3. Werden  alle  Projekte  und  Prozesse  gemäß  einer  Unternehmensleitliniedurchgeführt? 
X    
4. Wird zur Ausführung aller Projekte und Prozesse Fachpersonal mit angemessenen Ressourcen eingesetzt? X     
5. Werden  relevante  Stakeholder  (Mitarbeiter,  Kunden,  Management,  etc.) eingebunden?  X    
6. Werden alle Arbeitsabläufe in den Projekten/Prozessen überwacht? X    
7. Werden alle Arbeitsabläufe in den Projekten/Prozessen gesteuert? X     
8. Werden alle Arbeitsabläufe in den Projekten/Prozessen geprüft? X  
9. Wird die Einhaltung der Projekt‐/Prozessbeschreibungen bewertet? X     
10. Ist der Zustand der Arbeitsergebnisse für das Management an definierten Punkten sichtbar (zum Beispiel Meilensteine)? X    
11. Werden verpflichtende Inputs relevanter Stakeholder etabliert? X  






13. Werden die Arbeitsergebnisse angemessen gelenkt? X  
14. Erfüllen  die Arbeitsergebnisse  die  spezifizierten  Prozessbeschreibungen, Normen und Verfahren? X    
	






# Frage Ja Überwiegend, mit wenigen Ausnahmen Nein
1. Sind  alle  Arbeitsabläufe  der  Projekte/Prozesse  des  Bereiches  gutcharakterisiert und verstanden? X 




6. Leitet sich der Projektablauf für alle Projekte/Prozesse des Bereichesaus einem Satz von organisationsspezifischen Standardprozessen ab?   X
7. Werden  die  Standardprozesse  individuell  auf  die  Bedürfnisse  desProjektes/Prozesses angepasst? X 
8. Sind die Standardprozesse etabliert? X 
9. Sind die Standardprozesse kontinuierlich verbessert worden?   X
10. Sind Richtlinien vorhanden, die die Anpassung der Standardprozessefür spezifische Projekte definieren?   X
11. Enthalten diese Richtlinien Anweisungen zu zulässigen Anpassungender Standardprozesse?   X
12. Sind  die  Prozess‐/Projektbeschreibungen  streng  beschriebenhinsichtlich Zweck? X  
13. Sind  die  Prozess‐/Projektbeschreibungen  streng  beschriebenhinsichtlich Eingangsgrößen? X  
14. Sind  die  Prozess‐/Projektbeschreibungen  streng  beschriebenhinsichtlich Eingangskriterien? X 
15. Sind  die  Prozess‐/Projektbeschreibungen  streng  beschriebenhinsichtlich Tätigkeiten? X 
16. Sind  die  Prozess‐/Projektbeschreibungen  streng  beschriebenhinsichtlich Rollen? X 
17. Sind  die  Prozess‐/Projektbeschreibungen  streng  beschriebenhinsichtlich Messgrößen?   X
18. Sind  die  Prozess‐/Projektbeschreibungen  streng  beschriebenhinsichtlich Verifizierungsschritten?   X
19. Sind  die  Prozess‐/Projektbeschreibungen  streng  beschriebenhinsichtlich Ergebnissen? X 
20. Sind  die  Prozess‐/Projektbeschreibungen  streng  beschriebenhinsichtlich Ausgangskriterien?   X
21. Werden die Projekte/Prozesse proaktiv geführt? X  













	 	 	 	 	 	





to	 2.65	 which	 represents	 a	 substantial	 improvement.	 Furthermore,	 this	 was	
achieved	 only	 within	 twelve	 weeks	 after	 the	 initial	 implementation	 of	 the	
framework.	So,	it	can	be	expected	that	the	framework	would	lead	to	further	increase	
in	maturity	levels	over	a	period	of	extended	use	and	further	implementation.	
7.4.2.2 Case Study 2 
As	indicated	in	Phase	1,	each	case	 study	 provides	 two	 diferent	sources	of	


















As	 pictured	 in	 the	 previous	 figure,	 most	 of	 the	 respondents	 felt	 satisfied	 with	































As	pictured	 in	 the	previous	 figure,	most	of	 the	respondents	 felt	 satisfied	with	CC	










The	 last	piece	of	 information	 taken	 from	 the	questionnaire	 is	 the	opinion	on	 the	





















computing	 to	 corporate	 compliance	 management	 is	 average	 (40%)	 or	 above	
average	(60%).	
Following	the	approach	adopted	for	Case	study	1	and	Phase	1,	the	following	table	

















Regarding	 the	 first	 variable,	 the	overall	 satisfaction	with	 the	CC	 service	 is,	 again,	

















that	 the	 standard	 deviation	 is,	 again,	 the	 highest	 among	 the	 variables	 (.632),	
showing	 a	 remarkable	 dispersion.	 The	 third	 variable	 is	 the	 contribution	 of	
compliance	management	 to	 the	overall	 IT	quality	 of	 service.	This	 aspect	 is	more	
moderated	according	to	its	mean	(3.80)	and	also	presents	a	moderate	relatively	high	
(.632).	 Finally,	 the	 contribution	 of	 compliance	 management	 to	 the	 overall	
































































and	 Groups	 leaders	 present	 different	 opinions	 on	 the	 satisfaction	 of	 Compliance	
Management	in	CC.	This	is	due	to	the	high	satisfaction	perceived	by	top	managers	













































As	 already	mentioned	 above,	maturity	 levels	were	 assessed	 again	 twelve	weeks	
after	the	framework	was	introduced	within	the	organization	(Table	48).	The	layout	



















































































































































































































































































































no  no  no  no  no  no  no  no  no 








no  no  no  no  no  no  no  no  no 






































improvement	 with	 evaluation	 partner	 1.	 Nevertheless,	 this	 improvement	 was	
achieved	 again	 within	 twelve	 weeks	 after	 the	 initial	 implementation	 of	 the	
framework.	So,	it	can	be	expected	that	the	framework	would	lead	to	further	increase	
in	maturity	levels	over	a	period	of	extended	use	and	further	implementation	when	
applied	 in	 technology‐oriented	 organizations	 such	 as	 IT	 service	 providers	
(evaluation	partner	2).	The	pace	of	this	improvement	appears	to	be	slower	than	the	


















	 M SD M	 SD
Satisfaction	CC	service	 4.09 .539 4.40	 .516
Satisfaction	 compliance	
management	in	CC	













to	 Case	 1	 (in	 al	 variables	 but	contribution	 compliance	 management	 in	 CC	 to	 the	



















































opportunities	 implemented)	 while	 the	 last	 metric,	 that	 depends	 on	 the	 current	
compliance	management	process	and	not	the	results	of	 it,	Frequency	(in	days)	of	
compliance	 reviews,	 is	 different.	 The	 second	 metric	 with	 dissimilar	 values	 is	
Number	of	 compliance	 issues	where	employees	seek	guidance	or	assistance.	The	
explanation	of	the	difference	can	be	found	in	the	activity	of	the	company.	The	first	








7.4.3 Phase 3 
In	what	folows,	details	on	the	comparison	of	the	data	colected	for	both	case	studies	
are	presented.	











	 M SD M	 SD
Satisfaction	CC	service	 3.91 .539 4.09	 .539
Satisfaction	 compliance	
management	in	CC	
































































1. Regarding	 the	 average	 time	 lag	 between	 identification	 of	 external	
compliance	issues	and	resolution,	Phase	2	shows	a	slight	difference	(6.25%)	
in	 the	 resolution	 of	 compliance	 issues	 after	 the	 implementation	 of	 the	
framework.	The	difference	is	very	limited,	however,	we	can	see	it	as	a	good	
sign	favouring	the	adoption	of	the	framework.	























stable.	 In	 this	 case,	 organization	presented	in	Phase	1	a	Compliance	
management	process	in	which	reviews	were	part	of	the	process.	This	process	
remain	unchanged	in	Phase	2.	
7.4.3.2 Case Study 2 
In	the	folowing	section	the	analysis	performed	to	compare	results	 obtained	 in	









	 M SD M	 SD
Satisfaction	CC	service	 4.00 .667 4.40	 .516
Satisfaction	 compliance	
management	in	CC	




3.10 .568 3.80	 .632
Contribution	 compliance	
management	in	CC	to	the	


































the	 first	 three	 variables,	 while	 there	 is	 statistical	 significant	 difference	 between	
them	 in	 the	 contribution	 of	 compliance	 management	 in	 CC	 to	 the	 IT	 quality	 of	
service.	
7.4.3.2.2 Compliance	Metrics	Questionnaire	
























1. Regarding	 the	 average	 time	 lag	 between	 identification	 of	 external	
compliance	issues	and	resolution,	Phase	2	shows	a	slight	diference	(2.18%)	




guidance	 or	 assistance,	 Phase	 2	shows	 a	 decrement	 (9.10%)	 in	 the	 issues	
identified	in	which	employees	seek	for	assistance.	Again,	diferences	are	very	









4. Regarding	 the	 percentage	 of	 compliance	 improvement	 opportunities	
implemented,	it	is,	again,	slightly	improved	(4%).	This	is,	again,	a	sign	of	the	
validity	 of	 the	 framework	 for	 the	 efective	 and	 eficient	 management	 of	
compliance	issues.	
5. The	last	aspect	regarding	frequency	(in	days)	of	compliance	reviews	remains	
stable.	 Like	 in	 the	 previous	 case,	 a	 compliance	 management	 process	 was	
already	implemented	in	the	organization.	This	process	remained	unchanged	
in	Phase	2.	











Following	 the	 approach	 adopted	 earlier,	 we	 will	 start	 the	 analysis	 presenting	





	 M SD M	 SD
Satisfaction	CC	service	 3.95 .590 4.24	 .539
Satisfaction	 compliance	
management	in	CC	
3.52 .814 4.10	 .625
Contribution	 compliance	
management	 in	 CC	 to	 IT	
quality	of	service	
3.10 .625 3.76	 .700
Contribution	 compliance	
management	 in	 CC	 to	 the	
organizational	 compliance	
management	






























between	 phases:	 Satisfaction	 compliance	 management	 in	 CC,	 Contribution	


























Frequency	 of	 compliance	 reviews)	while	the	last	metric,	Number	of	 reports	 of	
aleged	 or	 actual	 Compliance	 violations,	 is	 very	 diferent.	 There	 is	 a	 significant	
decrease	in	the	number	of	reports	with	compliance	violations,	a	positive	symptom	
for	the	framework.	Other	less	remarkable	improvements	are	slightly	better	figures	
in	 resolution	 times	 and	 percentage	 of	 compliance	 improvement	 opportunities	
implemented.	












adapted	 for	 and	 introduced	 within	 two	 diferent	 organizations	 where	 it	 has	
improved	 previous	 compliance	 processes	 according	 to	 several	 metrics	 and	 the	
satisfaction	 of	 the	 compliance	 management	 processes.	 It	 also	 enhanced	 the	














folows,	 the	 first	 devoted	 to	 discuss	 results	 on	 questionnaires	and	the	second	
devoted	to	debate	results	on	the	CMMI	based	evaluation.	
7.6.1 Questionnaire Based Evaluation 
In	 order	 to	 review	 main	 results	 and	 discuss	 them	 comparing	 our	findings	 with	
relevant	literature,	we	wil	divide	discussion	among	the	three	phases	in	the	study.	
7.6.1.1 Phase 1 












previous	 works	 by	 these	 authors	 found	 there	 is	 no	 significant	 diference	 in	







found	 in	 other	 definition	 of	 service	 quality	 “a	 client	 perception	based	on	a	
comparison	 between	 actual	 service	 performance	 and	 expectations	of	 service”	






F(9)=7.000,	 p<0,05	 in	 Case	 Study	 2.	 This	 is	 mainly	 backed	 up	 by	the	diferences	
found	 in	 the	 opinions	 of	 CIOs	 and	 Group	 Leaders	 detected	 in	 the	Student	T	test	
results	t	(7)=3.464,	p<0,05	performed	between	groups.	The	topic	of	outsourced	IT	
services	has	been	tackled	vastly	in	scientific	literature	from	diferent	perspectives	





business	 processes.	 However,	 and	 again	 the	 problem	 in	 this	 matter	 is	 more	
connected	with	the	previous	finding	in	which	managers´	perceptions	are	normaly	
higher	 than	 other	 workers	 perceptions	 on	 the	 service	 provided	 or	 the	 product	
developed.	
7.6.1.2 Phase 2 




this	 time	 we	 cannot	 find	 diferences	 detected	 in	 the	 ANOVA	 test,	 there	 are	
diferences	found	in	the	opinions	of	CIOs	and	Group	Leaders	detected	in	the	Student	
T	 test	 results	 t	 (7)=2.739,	 p<0,05	 performed	 between	 groups.	 Once	 again,	 the	
problem	 in	 this	 matter	 is	 more	 connected	 with	 the	 previous	 finding	 in	 which	
managers´	perceptions	are	normaly	higher	than	other	workers	perceptions	on	the	
service	provided	or	the	product	developed.	
7.6.1.3 Phase 3 
Phase	 3	 consists	 in	 the	 comparison	 of	 the	 two	 sets	 of	 data	 colected	 in	 previous	
phases.	We	wil	focus	the	analysis	in	the	overal	comparison	performed,	given	the	
comparable	results	obtained	in	both	cases.	
The	 first	 set	 of	 findings	 are	 coming	 from	 the	 Compliance	 Evaluation	 Sheet.	 As	






higher	in	Phase	2,	meaning	the	framework	is,	in	general,	positive	 in	 the	 aspects	
measured.	This	is,	maybe	the	most	important	finding	of	al,	given	that	this	one	of	the	
objectives	 of	 this	 work.	 However,	 it	 is	 also	 important	 to	 note	that,	 regarding	 the	






fact	 that	 there	 are	 significant	 diferences	 in	 three	 of	 the	 four	 variables	 analysed	
comparing	the	pre	and	the	post	scenarios(Satisfaction	on	compliance	management	
in	CC,	t	(20)=‐2.553,	p<0,05;	Contribution	of	compliance	management	in	CC	to	IT	
quality	 of	 service,	 t	 (20)=‐3.255,	 p<0,05	 and	 Contribution	 of	 compliance	












customization	 of	 the	 framework	 and	 it	 was	 later	 confirmed	 during	 the	 actual	
evaluation	phase.	The	substantial	increase	in	maturity	levels	(approx.	1.5	levels)	in	
the	relatively	short	period	of	time	(twelve	weeks)	clearly	shows	that	the	framework	
can	 reap	 fast	 and	 sustained	 benefits	 in	 organizations	 that	 have	complex	internal	






advantages.	 From	 the	 perspective	 of	 this	 organization	 the	 complexity	 lies	 no	 so	
much	within	the	interaction	between	the	organization	and	its	customers,	but	is	more	
focused	 in	 the	 diferent	 technological	 subject	 areas.	 Specificaly,	 while	 there	 is	 a	








overall	 maturity	 levels	 (approx.	 0.5).	 Thus,	 this	 second	 evaluation	 can	 also	 be	
considered	successful,	even	though	the	effects	of	the	introduction	of	the	framework	
were	not	so	pronounced	as	in	the	case	of	evaluation	partner	1.	
Overall,	 the	 evaluation	 demonstrated	 several	 important	 aspects	 related	 to	 the	
framework.	 First,	 it	 showed	 the	 general	 applicability	 and	 practicability	 of	 the	
framework.	Both	organizations	were	able	to	understand	its	underlying	paradigms	
and	to	map	its	general	promise	to	tangible	success	factors.	Second,	the	IT	compliance	
experts	 in	 the	 two	organizations	were	able	 to	 identify	 themselves	with	 the	main	
assumptions	and	paradigms	of	the	framework	which	shows	that	the	framework	is	
well	aligned	with	state‐of‐the‐art	approaches	in	IT	compliance.	Third,	the	successful	
customization	 of	 the	 framework	 for	 the	 two	 very	 different	 evaluation	 partners	
demonstrated	that	 it	can	be	applied	to	a	wide	range	of	organizations.	Fourth,	 the	
implementation	of	the	framework	proved	to	be	straightforward	and	was	completed	
within	 2‐3	months	 in	 both	 organizations.	 This	 showed	 that	 the	 negative	 effects	
during	the	implementation	on	the	running	operations	of	the	organizations	can	be	
successfully	 minimized.	 Finally,	 the	 ability	 to	 show	 clear	 and	 documented	










8 Conclusion and Outlook 
This	chapter	aims	to	assess	the	accomplishment	of	the	postulated	objectives,	to	list	
the	main	contributions	of	the	thesis	and	the	benefits	that	the	proposed	framework	
can	 provide	 to	 organisations.	 Furthermore,	 it	 discusses	 the	 potentials	 for	 future	
applications	 and	 further	 development	 of	 the	 framework	 and	 also	provides	 an	
outlook	on	future	research	activities	in	the	area.	
Cloud	 systems	 stil	 face	 some	 obstacles	 to	 their	 adoption	 (Colomo‐Palacios,	
Fernandes,	 Sabbagh,	 &	 de	 Amescua	 Seco,	 2012).	 Specific	 doubts	 remain	 that	
externaly	 controled	 cloud	 services	 can	 be	 adequately	 protected,	and	industry‐
specific	 oferings	 are	 being	 assessed	 to	 ensure	 security	 and	 privacy	 (Liu,	 2012).	
Health	systems	are	crucial	when	considering	technological	developments,	and	the	
importance	 of	 the	 cloud	 for	 the	health	 sector	 has	 been	 underlined	 by	 previous	
studies	in	countries	such	as	China	(Kshetri,	2013).	In	the	regulation	field,	literature	
has	analysed	cloud	services	in	several	environments	including	general	studies	on	





In	 this	 context,	 the	 proposed	 thesis	 builds	 on	 al	 these	 existing	 approaches	 and	
contributes	a	valuable	diferentiation	of	input	areas	that	need	to	be	considered	in	
order	 to	 assure	 compliance	 in	 the	 change	 management	 with	 respect	 to	 cloud	
computing	 oferings.	 Furthermore,	 the	 proposed	 detailed	 approaches	 for	
considering	inputs	that	are	tailored	to	the	diferent	domain	areas	of	the	inputs	alow	




can	 provide	 to	 organisations.	 Furthermore,	 it	 discusses	 the	 potentials	 for	 future	


















Existing	 approaches	 were	 solicited,	 improved	 and	 then	 integrated	 together	 with	
newly	developed	techniques	and	methods	into	the	proposed	framework.	
Objective	3.	Devise	and	design	an	approach,	based	on	study	previously	performed,	
and	with	the	capabilities	for	meeting	the	research	chalenges	pointed	 out	 in	 this	
document.	









The	 framework	 items	 were	 validated	 in	 extensive	 expert	 workshops	 and	 the	
framework	 was	 subsequently	 adapted	and	improved	to	incorporate	expert	
feedback.	
Objective	6.	 Evaluate	 the	 proposed	 framework	 and	 compare	 it	 with	 related	
research	contributions	in	the	area	and	other	existing	approaches	in	the	industry.	


































8.3 Benefits of the Proposed Framework 
The	benefits	the	framework	provides	can	be	summarised	in	the	folowing	statement:	
the	 proposed	 framework	 provides	 a	 holistic	 compliance	 approach	to	 change	



























this	 work.	 Based	 on	 the	 decade‐long	 experience	 of	 the	 author	 as	 an	 expert	 and	
decision	 maker	 in	 the	 GRC	 field,	 some	 early	 expectations	 about	the	 process	 of	
developing	the	framework	were	somewhat	more	optimistic.	Recognising	 the	
relevance	 of	 the	 framework	 from	 a	 pragmatic,	 industry‐driven	 point	of	view,	the	
author	 had	 to	 dive	 deep	 and	 conduct	 several	 workshops	 with	 the	supervisors	 in	



























































The	third	 line	of	research	 is	building	on	 the	 first	one	and	will	comprise	of	cross‐
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